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Abstract— Big data technology has attracted the main
attention of researchers in almost all sciences. The Vehicular
Ad-Hoc Network (VANET) enables information exchange
between vehicles, other devices, and public networks, playing a
key role in road safety and intelligent transportation systems.
With the proliferation of connected vehicles and the
development of novel mobile apps and technologies, VANETSs
will generate vast quantities of data that need to be transmitted
quickly and reliably. Furthermore, analyzing a wide range of
data types can enhance VANET’s performance. By utilizing big
data technologies, the Ad-Hoc Vehicular Network can extract
valuable insights from a large amount of operational data, thus
improving traffic management processes, including planning,
engineering, and operations. VANETSs have access to big data
during real-time operations. This paper presents VANET
features as big data features in the literature, followed by a
discussion of methods for utilizing big data to study VANET
features. Combining automotive ad networks and big data
facilitates the easy management of a large number of driving
factors, as the data mining process in big data enables quick
decision-making based on statistical analysis or graphical
representations of data.
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1. INTRODUCTION

Recent years have witnessed extensive research in the
field of big data technology due to the exponential growth in
data capacity and complexity. The term "big data" is still
evolving and developing. With the increasing amount of
information available on the internet, the web is expanding
rapidly, but only a few truly comprehend its significance on
a "big" scale [1]. In modern computing, big data has become
the most commonly used buzzword, and big data
technologies represent a new generation of technologies and
architectures designed to extract value from vast and diverse
datasets, facilitating recording, discovery, and analysis. In the
future, big data can enable Vehicular Ad-Hoc Networks
(VANETS) to support a wide range of potential services and
applications, including those for smart cities and intelligent
transportation [2-3]. This will fundamentally transform
various aspects of social life, such as government,
communications, transportation systems, and even human
lifestyles [4]. Figure 1 illustrates the role of big data in
VANET and its applications. For instance, cars and roadside
equipment can gather information on road traffic and transmit
it to a cloud server for the Intelligent Transportation System
(ITS) [5]. Based on comprehensive traffic data, real-time
traffic prediction and management can be performed to detect
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road anomalies, alleviate traffic congestion, and reduce
pollution. Therefore, there is hope that VANETs will be
employed in the near future to fulfill the demands of big data
customers and mobile phone users, enabling a multitude of
services and programs [6-7]. Big data trends can offer both
opportunities and challenges for VANETSs. On one hand, the
utilization of big data in VANETS necessitates significant
heterogeneous resources and entails diverse requirements.
VANETS need to effectively support big data by providing
high data transfer rates, ample network capacity, integration
of different networks, and Quality of Service guarantees.
Moreover, VANETSs will play a vital role in the future for data
gathering, storage, and processing [8]. On the other hand, big
data in VANETSs, encompassing GPS, vehicle tracking, road
traffic statistics, and network measurements, is a valuable
source of insights. When appropriately employed, big data
can reveal various network characteristics, evaluate network
performance, and employ state-of-the-art methods such as
big data analytics and machine learning techniques for
network management [9-11]. The objective of this article is
to examine the impact of big data on VANETS, present new
challenges and opportunities, and discuss relevant
approaches to address these issues. Hence, this article
concentrates on two interconnected subjects: the
effectiveness of supporting big data in VANETs and
leveraging big data to enhance the understanding and
advancement of VANETS [12].
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Fig. 1. Big Data in VANETS and applications

II. CHARACTERISTICS OF BIG DATA

Big data is characterized by four primary features, referred to
as the "4V" (Figure 2 shows these characteristics) [13-14]:
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* Volume: A substantial amount of data is collected and
analyzed, necessitating the use of distributed cloud storage.
Security challenges arising from the large volume of data
require the use of encryption and decryption rules, which can
reduce performance speed.
* Velocity: Data is gathered and processed in real-time,
requiring immediate data extraction. Achieving short
response times while ensuring security and privacy is
extremely challenging.
* Variety: Data can come from a wide range of sources, such
as sound, images, text, web analytics data, and related data.
Ensuring the security and integrity of data can be very
challenging due to these data types.

* Veracity: Data may contain noise, so it must be detected
and removed before analyzing it to obtain an accurate dataset.

e Speed of data Generation
® Speed of data Processing
e Speed of data Requests

e Data at scale
® Processing at scale

Volume

Velocity

Big Data
Variety

e Data source diversity
e Data structure
heterogeneity

Fig. 2. 4V characteristics of big data

III. BIG DATA IN VEHICULAR NETWORKS

Lately, all departments have begun to work with digital
data that contains a vast amount of information. Departments
dealing with big data include networking, engineering,
healthcare, transportation, retail, telecommunications,
government services, media, entertainment, and video
surveillance [15]. This section centers on the concept of
VANETS in the transportation system, which has real-time
access to big data for safe and efficient traffic flow planning.
Big data in VANETS is obtained from multiple heterogeneous
sources that provide various features, such as volume,
structure, and value, causing processing delays. Big data in
VANETs is classified based on the data resources as follows:

* Vehicle sensor data: In order to gather data about the
vehicle and its surroundings, modern automobiles are fitted
with a variety of sensors (such as tire pressure sensors,
speedometers, etc.). Numerous applications, including online
car diagnostics, improved traffic safety, intelligent charge
planning, and accident detection, may be made possible by
the data from these sensors [16].

* Global Positioning System (GPS) data: Vehicles'
accurate locations and structured data, such as longitude,
latitude, altitude, and speed, may be provided via GPS
devices. Numerous uses for GPS data include navigation,
traffic control, route optimization, content storage, and
vehicle sharing. Moreover, the collection of vehicle data
obtained through long-term GPS tracking in a geographical
area can be used for analyzing VANET features (like network
connection) and designing effective procedures (like routing
protocols for transportation networks that can tolerate delays
and expanding radio access networks) [17].

* Self-driving vehicle data: Self-driving vehicles produce
vast amounts of data. Precise awareness of the surroundings
is crucial for autonomous technology to make informed
decisions regarding vehicle control. These vehicles are
equipped with advanced devices such as cameras and Light
Detection and Ranging Sensors (LIDARs), which generate
substantial amounts of data. Conventional sensors are
inadequate in providing essential data, such as real-time road
views and precise distances on 3D maps. Therefore, these
advanced devices consistently gather large amounts of data,
including high-quality videos [18].

* Mobile services data: Mobile apps, such as video or
audio streaming, online gaming, social networking, and user-
generated content, need to create large amounts of data to
provide entertainment and work in the car [19].

* Real-time data: VANETS data needs to be automatically
updated and stored in databases, necessitating the utilization
of large tables for decision-making in routing. These maps
are a component of big data, which encompasses the
extensive amount of data collected from various sources [20].

* Variable density network: This section encompasses a
diverse range of structured and unstructured data from
various sources, which is generated by different active GPS
sensors and exhibits highly variable data densities [21].

* Dynamic topology and motion modeling: In VANETsS,
nodes are connected to vehicles. Due to the highly dynamic
nature of these connections, the topology rapidly changes,
leading to frequent network segmentation based on effective
diameter and density. This characteristic of VANETSs
supports the need for high-speed transmission of large
amounts of data. This encompasses not only the volume of
information generated but also the processing time required
for input data and the frequency of data delivery [22].

* Large-scale network and high computational capability:
In a network with a substantial number of active GPS devices,
having accurate data is crucial for predicting node behavior
and making optimal routing decisions [23].

* Anonymous users and potential infrastructure support:
Identifying vehicles in a specific area and identifying
neighboring nodes with the support of existing infrastructure
are fundamental requirements in most applications in
vehicular networks. This necessitates accurate data collection
methods, processing techniques, infrastructure, and secure
data exchange to ensure the data's integrity and protection
against unauthorized access or alterations throughout its
existence [24].

IV. BIG DATA ANALYSIS IN VANETS

To enhance transportation systems and supply chain
management, a multitude of factors related to the road, cars,
and drivers can be measured [25]. Traffic flow may vary
based on local weather conditions, car performance, and
driving behavior, which can be derived from sensor data
obtained from roads and vehicles. The collection of data from
millions of kilometers of roads, vehicles, and drivers has the
potential to yield remarkable results [26]. Currently, with the
aid of modern "Big Data" technology, this data can be
analyzed within a reasonable timeframe to derive meaningful
insights. For processing large datasets in the petabyte range,
the Hadoop framework is widely used as a distributed
computing environment specifically designed for big data
[27]. Hadoop is a distributed computing platform designed to
facilitate big data processing. It offers distributed computing
and storage capabilities, enabling programs to operate with
millions of nodes and large datasets [28]. Hadoop is
extensively utilized across various commercial operating
systems. The primary components of Hadoop include the
Hadoop Distributed File System (HDFS) and MapReduce.
Hadoop serves as a framework comprising software and
libraries that enable the processing of vast amounts of
distributed data [29]. Moreover, it can be implemented using
affordable, standard computers.

A. Hadoop Distributed File System:

HDFS (Hadoop Distributed File System) is specifically
designed to store massive volumes of data, ranging from
petabytes to terabytes, across a cluster of machines. This
distributed system ensures reliable data storage and is
typically implemented using commodity hardware [30].
HDFS utilizes blocks to store files or segments of files,



following a write-once, read-many-times approach for data
access. Due to its intricate nature, utilizing HDFS requires the
expertise of experienced programmers to develop complex
read or write programs [31]. Additionally, as a logical data
structure for data implementation, HDFS may not be readily
accessible. To enhance its usability, it is advisable to leverage
other well-known distributed systems in the big data domain,
such as key-value pairs, document-oriented, graph, and
columnar systems [32].

B. MapReduce

MapReduce is a scalable programming technique initially
developed by Google, which allows for the concurrent
processing of extensive data volumes on supercomputers.
While MapReduce follows a simple principle, it can become
complex, and implementing it using this model may be
challenging due to structural intricacies across different
algorithms. However, MapReduce provides a set of library
functions that abstract away the underlying complexities,
simplifying the programmer's perspective. Notable features
of MapReduce include automatic task parallelization, load
balancing, optimization of data transfer between disk and
network, as well as handling machine failures for fault
management [33-35].

Any enhancements made to a library are propagated to all
the components that utilize it. This methodology comprises
two primary steps known as "Map" and "Reduce." In the Map
step, the main node receives inputs and divides them into
smaller sub-problems. Subsequently, the main node assigns
these sub-problems to individual nodes responsible for
executing the tasks. This process may be recursively
repeated, resulting in a multi-level structure. The solutions to
these sub-problems are then processed and sent back to the
main node. In the Reduce step, the main node collects the
results and combines them to generate the final output.
During this phase, operations like filtering, summarizing, or
transforming can be performed on the results [36].

In Figure 3, these two steps are depicted along with the
corresponding explanations. The Map function operates on a
pair of orders (key, value), transforming it into a list of
ordered pairs.

(Map (ki, vi)) > list (k2, v2)

Once all the pairings with the same key have been
collected from the lists, the MapReduce framework groups
them together. Subsequently, a group is created for each
unique key generated. Each group then undergoes the Reduce
function for further processing.

(Reduce (k», list (v2)) > list (v3)

Finally, the MapReduce framework transforms a list of
(keys, values) into a list of values.

N
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Fig. 3. An example of the MapReduce model

V. WORKING WITH BIG DATA IN VEHICULAR NETWORKS

The vast amount of intelligent data in VANETSs can be
leveraged to characterize and evaluate their performance, as
well as to develop new protocols [37]. Figure 4 illustrates the
utilization of two prevalent datasets in VANETSs: vehicle
mobility tracking data and VANET measurement data. These
datasets provide valuable insights into operational models,
mobility patterns, and vehicle motion prediction. Armed with
this knowledge, intelligent protocol design and enhanced
VANET features can be achieved [38].

A. Moving Vehicle Data Tracking

It goes without saying that VANETS face challenges due
to the increased mobility of vehicles. However, network
mobility also presents advantages, such as mobility-aware
protocols and the ability to disseminate information with
delay tolerance. By analyzing vehicle mobility data, valuable
information, such as practical mobility models, spatial and
temporal density distributions, and network connections, can
be obtained [39]. Currently, large-scale taxi monitoring
information from several cities, including San Francisco,
Shanghai, and Shenzhen, is stored in numerous databases.
The primary contents of these databases include the time of
movement, vehicle speed, driving route, and vehicle position,
and they can be utilized for future VANET research [40].

In the design of VANET protocols, location-based
mobility models and performance evaluation are widely
utilized [41]. However, the tracking data of vehicles are prone
to errors due to the time intervals at which they are reported.
Moreover, there exists a spatial gap between two consecutive
rows of data, necessitating the need for data preprocessing
mechanisms. For instance, leveraging the predictable nature
of vehicle movement, the distance between two vehicles can
be estimated by analyzing maps, road signs, and tracking data
of passing vehicles [42]. By incorporating corrected tracking
information, a more reliable mobility model can be generated.

B. VANETs Measurement Data

Communication measurement plays a crucial role in
understanding the characteristics of VANETS, considering
various factors that impact the modeling process, such as
cellphone networks, pedestrians, the environment, and
obstacles. For conducting experiments and gathering accurate
measurement data, communication devices are installed in
vehicles and roadside locations, utilizing the IEEE 802.11p
protocol [43]. The collected data from these measurements are
diverse and based on specific features of interest. These tests
are conducted across a range of environments, including
urban, suburban, rural, and highway settings [44].
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Fig. 4. Deployment of big data in vehicular networks

VI. SUPPORT FOR BIG DATA IN VANET

To ensure the efficient operation of a big data system, four
crucial components must be well-supported: information
gathering, storage, transfer, and computation [45]. In
VANETS, vehicle sensors are utilized to collect and store raw
data. Data processing is then performed to extract valuable
information from the large volume of raw data. Once the raw
or processed data is collected, there is a requirement to
transfer the data to data storage systems for further analysis
and processing. Hence, VANETSs must possess the capability
to support these essential functions of big data [46].

Traditional VANETs rely on Dedicated Short-Range
Communications (DSRC) and IEEE 802.11p technologies for



data transmission. However, the data transfer primarily
depends on multi-purpose Media Access Control (MAC)
protocols and routing protocols [47]. Nonetheless,
decentralized protocols and bandwidth constraints impose
limitations on these traditional VANET technologies. These
limitations manifest as network resource depletion and a lack
of flexibility in supporting large data with diverse Quality of
Service (QoS) requirements [48]. Consequently, these
technologies struggle to meet the hardware requirements of
large data applications. Furthermore, issues related to energy
efficiency, storage, and computing capacities in current
VANETS have not been adequately addressed [49].

In this section, various technologies for enhanced support
of large data, including 5G technology, will be discussed.
Figure 5 illustrates how 5G macro cells offer comprehensive
communication support, while small 5G communications,
local wireless networks, radio networks, and device-to-
device communications are also recommended. Furthermore,
data pipelines are proposed to facilitate the cost-effective
transmission of large VANET data [50].
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Fig. 5. Large data support in the global vehicular network

A. 5G Technology

5G technology serves as a supportive platform for
handling large-scale data in Vehicular Ad-Hoc Networks
(VANETSs), a wide mobile phone network. Similar to the
fourth-generation Long-Term Evolution (LTE) network,
which aims to cater to the increasing volume of information
and diverse mobile phone services with various Quality of
Service (QoS) requirements, next-generation networks like
5G offer solutions to address these challenges [51].
Leveraging Software Defined Networking technologies, 5G
networks are designed as a service delivery platform. 5G
networks exhibit impressive performance metrics, including
data transmission rates of up to 10 gigabytes per second and
latency of less than 1 millisecond. Moreover, they effectively
support low-power and highly reliable communications for
emerging internet applications [52]. 5G has identified the
requirements for common Vehicle-to-everything (V2X)
scenarios, such as transportation, advanced driving, advanced
sensors, and remote driving (shown in Figure 6). To
accurately characterize and support diverse services, 5G
defines three application categories with their respective key
performance metrics: Improved Mobile Broadband, Ultra-
Reliable and Low Latency Communication, and widespread
Machine  Type  Communication.  Alongside  the
aforementioned core technologies, these categories ensure
optimal performance for data collection and the transmission
of large VANET datasets [53-54].
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With advancements such as advanced channel plans,
millimeter waves, and small and large cell networks,
Enhanced Mobile Broadband (eMBB) has the capability to
deliver data at a maximum speed of 10 gigabits per second
with a mobile data volume of 10 Tb/s/km?> [55].
Consequently, utilizing a 5G network enables the support and
realization of innovative applications that involve large
volumes of vehicle data. Transmission of safety messages, for
example, requires extremely low latency and very high
reliability from information services in VANETs. 5G can
meet the requirements of Ultra-Reliable and Low Latency
Communications (URLLC), providing latency of fewer than
5 milliseconds and reliability exceeding 99.999% [56-57].

Considering emerging technologies like machine-to-
machine communications and the Internet of Things, which
often have limited bandwidth, massive Machine-Type
Communications (mMTC) aims to support widespread
device connectivity with low power consumption and low
latency [58]. In VANETS, a significant amount of data is
generated by lightweight devices, such as sensors installed in
vehicles or along roads. 5G technologies can support these
massive connections simultaneously, ensuring reliable data
transmission and extended device battery life, thus
facilitating efficient data collection services. Figure 7 shows
a perspective of various ways of communication between the
V2X with 5G-NB-IoT technology in the smart city [59-61].
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Fig. 7. Types of communication between V2X and SG-NB-IoT
technology in smart city

B. Data Pipes

While 5G networks have the potential to significantly
increase network capacity, the addition of more data
introduces a substantial load to the network, increasing the
risk of congestion [62]. Moreover, the deployment and
commercialization of 5G networks began in 2020 and will
require additional time to become widely available.
Consequently, 4G LTE networks will soon face challenges in
efficiently handling large data volumes [63]. Additionally,
transmitting a substantial amount of information over mobile



networks can result in significant costs. Therefore, data
pipelines are necessary to support the transfer of large data,
and cost-effective alternatives such as device-to-device (D2D)
communications, cognitive radio networks (CRNs), and
wireless local area networks (WLANSs) can be utilized to
offload large data from cellular networks to VANET [64].

VII. CONCLUSION

Many researchers are currently interested in big data due
to the generation of a large amount of data in daily activities.
Previous studies have identified volume, variety, velocity,
accuracy, and value as significant characteristics of big data.
This paper focuses on analyzing big data in VANET and
utilizes a hybrid approach using the Hadoop framework.
However, it is important to note that Hadoop and big data are
distinct concepts that cannot be directly compared. Hadoop
can be seen as a potential solution for managing big data
challenges. The integration of Hadoop and big data in VANET
leads to the development of diverse services with significant
potential. While numerous studies have been conducted by
researchers, a definitive solution has yet to be found.
Nonetheless, the existing background research will
undoubtedly contribute to identifying new solutions to address
current weaknesses.
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