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Abstract

This paper proposes a robust watermarking method against high-density salt and pep-
per noise attacks. Automatic region of interest (ROI) detection, embedding encoded data,
removing different densities of noise, data extraction by omitting, and labeling the noisy
pixels of Region of Non-Interest (RONI), and decoding the extracted data using ROI pixel
information as a key, are various steps of the presented scheme. The automatic ROI detec-
tion method separates the RONI from ROI with four vertices of the smallest rectangle,
for the embedding process. The encoded watermark data is embedded into the least sig-
nificant bits of RONI in four neighbour pixels. Adaptive Removal of high-density Salt and
pepper Noise method can enhance image quality and reduce the effect of salt and pepper
noise attacks. The embedded information is preserved from destruction if the host image
is impaired through the power of robustness. The best results are obtained through the
action of extracting the watermark from RONI pixels, utilizing the same ROI detection
method. Omitting and labeling the noisy pixels of the RONI will ensure healthy extracted
watermark data, leading to decreased Bit Error Rate (BER) values. Finally, these data are
interpreted using the key of ROI pixels, and the watermark data is decoded and retrieved.
Due to salt and pepper noise obliterating pixel bits and their corresponding transform
coefficients in the transform domain, the spatial domain is employed to enhance robust-
ness against such attacks. The results show the high performance of the presented scheme.
The average BER value for five MRI databases in a 97% salt and pepper noise attack is
38.6.

1 INTRODUCTION

In recent years, the extensive usage of digital data, especially
in remote applications, and the significant advancement of the
Internet of Things (IoT) in healthcare systems have caused the
mishandling and tampering of the original content [1–3]. To
this end, researchers have developed various digital watermark-
ing methods in this field over the past years [4]. Medical image
watermarking has many practical applications in telemedicine
and related subjects. The exchange of medical images between
specialists and hospitals provides a platform for discussion and
diagnostic and therapeutic consultation. For this purpose, the
electronic patient records (EPR), which contain medical and
identification information of patients, and the related medical
images are sent to the destination. Using different watermarking
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methods and integrating the EPR in medical images guarantees
medical images’ confidentiality, security, accuracy, and integrity
[1, 5, 6]. In addition, authentication and tampering detection
methods can be used to identify the source of medical images
and determine the manipulation’s location. The region of inter-
est (ROI) in medical images is essential for diagnosis and should
be protected. Then, authentication and retrieval information are
embedded in some image blocks’ pixels to obtain the water-
marked image. By extracting the authentication information,
tamper detection of the watermarked image has been deter-
mined. When the significant area is manipulated, the altered
area can be automatically identified. The original image of the
ROI is reconstructed with an invisible and low distortion [1,
7]. The authentication of medical images using watermarking
methods has become a ubiquitous field of research, and many
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reports have been published in this field. Furthermore, many
data-hiding schemes have been proposed to hide patient data
in medical images to reduce capacity, storage costs, and transfer
time.

1.1 Contribution

Maintaining an unaltered ROI in medical diagnosis is crucial
for an infinite PSNR (Peak Signal to Noise Ratio), as high-
lighted in the article. The study focuses on maintaining security
through ROI-based embedding and extraction. The research
centers on labeling healthy/unhealthy pixels and data interpre-
tation for recovery. Extracting data from healthy pixels in the
RONI (Region of Non-Interest) area can reduce noise, lower
BER, and protect medical watermark data in telemedicine. The
transform domain is commonly used for image robustness, but
it has two downsides: low data embedding capacity and vul-
nerability to certain attacks (e.g. salt and pepper noise, speckle,
and cut) even at low densities that ruin pixel bits and transform
coefficients. Transform domain methods can be affected when
a single pixel is changed.

That is why we investigate and use the robustness in the spa-
tial domain instead of the transform domain in this research.
This research focuses on salt and pepper noise as an attack that
can be intentional or unintentional. Although the probability of
salt and pepper noise with a density of 97% is low, in practice,
it can destroy the entire data as an intentional attack. The new
idea presented in this article makes it possible to reconstruct
the image with an acceptable PSNR, even in very high densities
where almost the entire image is destroyed and only 3% of pix-
els are healthy. In addition, the results of low BER also show
data recovery at an acceptable level.

2 RELATED WORKS

There are several methods of watermarking in transform and
spatial domains, each of which has advantages and disadvan-
tages. Some of the previous works and their pros and cons are
presented in the following.

The evolutionary cuckoo search algorithm has been intro-
duced to obtain the optimal scale coefficients and improve
the robustness and invisibility of watermarks in digital image
watermarking [8]. For the robustness evaluation of the pro-
posed method, several geometric and signal processing attacks
are applied to the watermarked image. Analysis of experimen-
tal results shows the efficiency of the proposed method. The
requirements of capacity, strength, invisibility, and security for
proper watermarking are met in this method. The PSNR value
increases compared with the discrete wavelet transform (DWT),
indicating a better quality in the watermarked image. The arti-
cle [9] presents a method for watermarking two separate digital
signals in six bits of salt and pepper noise applied to a digital
image. Because the salt and pepper noise is randomly distributed
throughout the image, the pixel information of two separate
images can be embedded in this noise. Then the embedded

noise information is extracted into other applications, and the
noise will be removed from these three images. The research
in reference [10] provides an improved watermarking algorithm
by hybrid usage of DWT, discrete cosine transform (DCT),
and singular value decomposition (SVD). Arnold’s transform
scrambles the watermark image, and then this tangled image
is transformed by DCT and SVD. The robustness of this
algorithm is increased using encryption on the watermarked
image, which leads to its compression. Experimental results
show that the proposed technique is robust to all types of salt
and pepper attacks, Gaussian noise, Joint Photographic Experts
Group (JPEG) compression, cropping, rotation, scale, sharp-
ening mask, histogram, and Poisson attack. The combination
of DWT, DCT, and SVD was used in [11] to create a robust
hybrid multiple watermarking method. Multiple watermarks are
simultaneously embedded into the same medical image to pro-
vide more security and performance. The encryption method
before embedding is used to enhance EPR security. Changing
the gain factor, size of the text watermark, and cover images
show high robustness, capacity, and reduced storage and band-
width requirements. Reference [12] proposes a watermarking
scheme for patient data, combining DCT and SVD to embed
a secret logo in the coefficients of the transform domain. The
chaos encryption increases the security of the watermark before
embedding. The results of some signal processing and geometri-
cal attacks show the very high robustness of the watermark. The
study in [13] presents a fragile watermarking method for tamper
detection and localization of medical and general images. The
cover image is partitioned into non-overlapping blocks called
Upper Half Block (UHB) and Lower Half Block (LHB). The
embedded data in LHB are for tamper detection, and the ones
in UHB are for tamper localization. Results show the capa-
bility of tamper detection and localization, high visual quality,
and low computational complexity. A region-based multiple
watermarking Firefly optimized algorithm with DWT and Schur
transforms is proposed in the article [14] to support security
issues of medical images during an interchange in telemedicine
applications. The authenticity is delivered by embedding multi-
ple robust watermarks in the RONI using a blind technique in
the DWT-Schur transform. Simulation results show the perfor-
mance of the launched algorithm in offering essential security
benefits in telemedicine.

A combination of multi-level DCT, DWT, and SVD as a
digital watermarking scheme is proposed in [15]. The Arnold
transform is used to encrypt the watermark and improve secu-
rity. The robustness evaluation of the proposed plan is done
in the presence of different attacks, and its performance is
measured with the normalized correlation (NC) and PSNR
parameters. A new method in medical image applications, based
on fragile watermarking for authentication and self-recovery, is
proposed in the paper [16]. This method detects image manipu-
lation and also retrieves the original image. The insertion of the
self-recovery bit is determined using the Arnold transform. The
proposed design is robust to various attacks, such as text dele-
tion, text insertion, and copy and paste. The proposed research
in reference [17] focuses on the precise extraction of patient data
from medical images in the presence of salt and pepper noise,
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which uses a data encryption method based on Reed Solomon
error control encoding. Instead of the classic bit replacement
methods for data hiding, the direct embedding of a symbol in
pixel brightness is used. This method has a higher embedding
capacity and increases the robustness against salt and pepper
noise. Experimental studies on X-ray images, CT, ultrasonic, and
MRI show that the watermark data are extracted more accu-
rately from the watermarked images (stego images) in different
salt and pepper noise densities. The PSNR of watermarked
images is between 35 and 52 dB, inversely related to embed-
ding capacity. The BER for noise density between 0% and 10%
is less than 1%, and for 20% noise density, it is between 3%
and 4% and above 20%, is significantly increased and reaches
above 25%. Also, the BER is low against Gaussian and uniform
noise attacks but high for speckle noise. A two-level data encod-
ing process is proposed in [18] for reversible data hiding using
dual stego-images. For obtaining the dual stego-images, the
folded intensities are embedded in the cover image. This scheme
reduces the intensity of hidden data; therefore, the quality of the
two stego-images increases. This approach increases the PSNR
near 2 dB and embedding rate (bpp) by 1%. The approach
in [19] proposed a secure neural network-based watermarking
technique for digital images. The LSB is used to insert a water-
mark and an Artificial Application Neural Network (ANN) for
detecting and extracting sensitive information from the source
image. Reversible watermarking is an area of active research in
data security. In the article [20], reversible watermarking trans-
fers the EPR and medical image authentication. In this method,
an adaptive authentication code is obtained from the image
to be watermarked. The watermark data embedding is done
with the help of the innovative operation of increasing the
scale of the original image. The results of applying this method
to medical image databases in the presence of some conven-
tional and geometric attacks show the highest PSNR as well as
structural similarity (SSIM). The study [21] presents a reversible
watermarking method using integer wavelet transform (IWT) in
each iteration for embedding one watermark bit in one trans-
form coefficient. The low distortion rate is achieved by the
distortion compensation method. The result of the proposed
method shows the watermarking approach’s high capacity and
low distortion.

A new way of medical image watermarking in the DCT
domain using the ‘Advanced Encryption Standard (AES)’ algo-
rithm has been proposed in [22]. The patient data is embedded
in the relevant medical image. The encryption is done based on
the chaotic technique to increase the robustness of watermarked
images. The turbo serial code was used to retrieve the embedded
information to control identification after the attacks. Experi-
ments revealed a strong average PSNR and robustness against
different attacks (compression, Gaussian noise, middle filter,
crop, and rotation). An IWT-LSB watermarking scheme as a
security system for medical image transmission is presented in
[23]. The encryption based on random permutation and chaos is
done for more confidentiality, integrity, authentication, and non-
repudiation of medical images. Experimental results show the
high security of the method against different forms of attacks.
Two different transform domain watermarking techniques for

medical images are used [24]. The first is embedding a digi-
tal watermark and EPR into ROI and RONI. In the second
approach, the digital watermark and EPR are embedded only
into the RONI, and the ROI did not change for the telediagno-
sis goals. In both methods, the 8× 8 block-based DCT was used.
The proposed techniques are robust against singular and hybrid
attacks. For medical image encryption, a new simple chaotic sys-
tem using a decorrelation operation and a hyperbolic sinus is
presented in [25]. The results indicate this scheme can encrypt
images in a single round and increases security against common
attacks. A new blind solution for medical images is proposed for
invisible and secure watermarking based on the Schur analysis
and chaos sequence method [26]. This scheme applies a chaos-
based method to the watermark and the host image to split
the encrypted images into sub-blocks. Schur-based decompo-
sition is used to embed encrypted watermark bits in host image
blocks. The same chaos sequence is used to extract the origi-
nal watermark. The test results show high image strength and
fidelity. The study [27] combines the optimization framework
and DWT for watermarking. The watermark image is split into
several blocks, and the proper location for each block is found
in the cover image using the differential evolution (DE) method.
These locations are embedded in the cover image of the wavelet
domain used for reconstruction. Several experiments illustrate
the algorithm’s high imperceptibility and robustness against dif-
ferent attacks. The IoT-based healthcare system’s privacy and
data security problems are discussed in [28]. A robust method
based on federal learning called Zero-watermarking is used
to avoid skin medical image tampering and non-disclosure of
health care data in which the watermark is not embedded in the
image. The proposed method does not change important infor-
mation in medical images and does not disclose data privacy.
Experimental results show that the proposed scheme is more
robust to conventional and geometric attacks and performs bet-
ter than other zero-watermarking methods. To maintain the
quality of the medical image, reference [29] presents an adaptive
reversible watermarking algorithm in which the medical image
characteristics are supposed. This algorithm is used based on an
estimated error expansion procedure during object and back-
ground region segmentation. Expanding the estimated error
from neighbouring pixels embeds the patient information or a
hash code as a watermark. By watermark extraction, the original
image is reconstructed with no quality degradation. The pro-
posed algorithm performed well in capacity, perceptual quality,
and reconstruction rate.

Although transform domain watermarking methods are
robust against attacks, they have lower capacity and more com-
plexity. On the contrary, spatial domain methods have higher
capacity and less robustness against attacks. This research stud-
ied transform domain watermarking at the [8, 10–12, 14–16,
21–23, 24, 27, 28], which contains DWT, IWT, SVD, DCT, and
some combinations of them with other intelligent and heuristic
methods. The downsides of these methods are low embed-
ding capacity and less robustness against salt and pepper noise
(especially for high-density). Also, the spatial domain water-
marking techniques investigated in [13, 17–-20, 25, 26, 29-31]
use directly the LSB or most significant bit (MSB) bits of pixels
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and some combinations with artificial intelligence and encryp-
tion methods. The disadvantages of these schemes are that
they are not robust against attacks and have low PSNR. The
new approach proposed in this research provides the advan-
tage of the transform domain (robustness) and the advantage
of the spatial domain (high capacity) simultaneously. According
to the mentioned methods and requirements, image quality and
data security are crucial since medical image applications and
remote access have increased. Therefore, errors in data recovery
and image reconstruction problems cause the doctor’s incorrect
diagnosis. Also, these lead to the disclosure of patient infor-
mation and authentication issues in accessing medical images.
Improving the parameters and criteria mentioned in the above
records can prevent loss of life and property. Therefore, due
to the breadth of criteria and their combination, there are vast
fields for research and innovation in medical image watermark-
ing. The main issue of the present study is the complete retrieval
of the watermarked data, which includes EPR and any other
valuable data from the physician’s point of view, in the pres-
ence of intentional salt and pepper noise attack (especially with
high density) or transmission media noise, and the reducing the
BER value near to zero. In addition, promoting the visual qual-
ity of the original image after removing the noise and extracting
the data, and helping the doctor to diagnose the disease truly,
will be done. The presence of noise with a density of 97% may
not occur in practice for the whole image. However, even if a
small part of the image is noisy because of an intentional or
non-intentional attack in a short time, in milliseconds, it can be
removed by the adaptive removal of the high-density salt and
pepper noise (ARSPN) method. In the following, the proposed
method of data watermarking process in an MRI medical image
and then retrieval and decoding of this data is presented. Finally,
the evaluation of the proposed scheme with BER, PSNR, and
SSIM criteria is examined.

3 PROPOSED METHOD

3.1 Watermark encoding and embedding
procedure

Before beginning the watermarking process, isolating the ROI
with an automatic solution is necessary for the watermark data
embedding in the RONI. The automated area identification
procedure contains the following steps: morphological recon-
struction of the incoming medical image, applying a Gaussian
low-pass filter in the frequency space, thresholding and fill-
ing cavities, labelling, and finding the biggest area, defining the
largest region boundary, and finally, the separation of the ROI
in a rectangle [31]. As a preprocessing part of the proposed
method, the opening morphology filter increases identification
accuracy by removing small pieces and modifying the main parts
of medical images. In the case of low-quality images, a Gaussian
filtering step for attenuating the frequency components farther
from the centre of the image is required to ensure complete
detection of the critical area. In the proposed method, greythresh

automatic function of the Matlab software is used for thresh-

FIGURE 1 The ROI segmented in a rectangle. ROI, region of interest
[31].

olding. In addition, for each database, a specific coefficient is
multiplied by the calculated threshold value. This coefficient
is obtained experimentally, and the accuracy of the binariza-
tion process increases. The coefficient obtained in this paper
is between 0.2 to 0.5. Since the thresholding stage may remove
some parts of the ROI, some holes and discontinuities appear
in the binary image, so the morphological closing operation
fills these holes. As the last step, the labelling method removes
unwanted areas. The largest area is obtained by labelling and
classifying the marked objects based on their size. As a result,
the ROI is segmented by selecting the biggest connected com-
ponents of the labelled image. The area border is determined by
changing its pixel colour when selecting the biggest area. The
segmented ROI is presented inside the main image in green
by replacing the binary image with the original one. Finally, in
Figure 1, the segmented ROI is shown in a rectangle [31].

Another step is added to the above process to increase the
robustness of identifying the ROI and comparative accuracy
(CA). The extracted ROI has a rectangular shape in the pre-
vious steps, with four points at its corners. These points are
changed with the correction parameter (Cp) between 5 and 25,
in a way that remains unchanged against attacks such as aver-
age, median, wiener, Gaussian, sharpening, moving filters, and
speckle noise. This method of changing points is called window
size correction (WSC). Figure 2 shows two different scales of
the identified ROI (with dotted line) that the points of these
two areas are transferred by the WSC method to new points, a′

b
.

The WSC produces the same points before and after the attack
for the ROI [31]. The WSC method is implemented based on
Equations (1) and (2).

a′
i
=

⎧⎪⎨⎪⎩
ai + k1, k1 <

Cp

2

ai − k0, k1 ≥

Cp

2

(1)

{
k0 = mod (ai ,Cp)

k1 = Cp − mod (ai ,Cp)
(2)
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FIGURE 2 The window size correction method [31].

The different stages of robustness evaluation of the proposed
process of identifying the ROI in the presence of attack and
after WSC are as follows: first, the ROI of medical images with
and without noise is selected through the proposed automatic
method, and four vertices of each one are found. After that,
the WSC modifies these points. Finally, the CA is calculated by
comparing four vertices of selected ROI with and without noise.
The high CA shows the same result of ROI selection before
and after the noise attack. After separating the ROI, watermark-
ing and embedding the data begins. The watermark production
block in this paper includes three steps described as follows and
shown in Figure 3 [31]:

Step 1: ROI partitioning: While the ROI is segmented,
it is divided into several non-overlapping partitions, as
shown in Figure 4.

Step 2: Binarizing and partitioning the EPR: One type
of watermark data is the patient’s electronic file, EPR,
usually in ’n ASCII code. Two preprocessing steps are
applied to prepare the EPR characters for embedding
in RONI. The first one converts the entire ASCII code
into a unique binary stream. The second one divides
the generated binary stream equally by the number of
ROI blocks (Figure 5). If any of the blocks are broken,
only the EPR bits belonging to the same block will be
affected.

Step 3: Encrypting the partitioned and binarized EPR: To
encrypt the EPR data according to the previous two
steps, each bit of every block of the binary and par-
titioned file with bits number 9, 10, and 11 of the
corresponding block in the partition ROI is compared,
and a two-bit code is generated for this comparison. If a
bit of patient data is equal to bit nine of ROI pixel, the 01
code is generated, and if it is the same as bit number 10,
the 10 code is considered. If the desired bit of patient
data is equal to the eleventh bit of the corresponding
pixel in the ROI, the 11 code is generated, and if it is not
equal to any of the three bits, the 00 code is considered.

The length of the address generated after encrypting a bit of
the EPR (LEPR_Encod) is twice the number of ROI pixels used in
the encryption. Each binary bit of the EPR can be encrypted by
more than one pixel of the ROI to increase accuracy during the
decryption process. This paper uses four neighbourhood ROI
pixels in a 2 ×2 window to encrypt each binary bit of the EPR
data. By encrypting each bit with four ROI pixels, the encrypted
bit of EPR can still be recovered if there are even small changes
in the used ROI pixels. The number of watermark bits gener-
ated after encrypting all the EPR bits (NGen_Wat) is shown in
Equation (3):

NGen_Wat = NEPR_Char × a × LEPR_Encod (3)

where NEPR_Char is the number of characters in the EPR, a is the
numeric coefficient to convert the ASCII code to binary format
(a = 8).

The RONI pixels are used for the watermark bits embedding
after generating the encrypted sequence from all the EPR bits.
The bits number per pixel for all images is 16, and the image
dimensions are M × M. The embedding process starts from the
top-left corner pixel and continues from right to left and top to
bottom. To insert the EPR data into the RONI pixels, the pixels’
number in this region is first calculated in Equation (4).

NRONI _pixel = NTotal _pixel − NROI _pixel (4)

The maximum embedding capacity is obtained in the next
step based on Equation (5). This capacity depends on the RONI
bits number per pixel used for embedding (embedding depth).
Increasing the depth increases the embedding capacity in the
RONI, reducing the visual quality, reducing the error rate, and
making the embedded information more visible.

CMax_RONI = NRONI _pixel × Edepth (5)

In the proposed method, the embedding depth is four, that
is, four less significant bits of each pixel in the RONI are used
to hide the watermark bits, as shown in Figure 6.

The PSNR and SSIM criteria for the watermarked image
depend on the number of bits embedded in the RONI, based
on Equations (6) and (7) (NEMB_bits).

NEMB_bits = NGen_Wat × NRepetition (6)

NEMB_bits ≤ CMaxRONI
(7)

The next stage of embedding involves the embedding strat-
egy. It means that the generated watermark data is hidden inside
the pixels of the RONI. For this purpose, a binary bit of the
EPR data is considered. After encrypting this bit with four pix-
els of the ROI, an eight-bit code is generated. The two least
significant bits (bits 1 and 2) of RONI, located in a 2 × 2
window, will be the place for embedding these eight bits. The
watermark extraction process must also maintain this embed-
ding order. According to Figure 7a, the first two least significant
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FIGURE 3 Overview of the proposed watermarking process [31].

FIGURE 4 The partitioned ROI in 6 × 6 blocks. ROI, region of interest
[31].

bits in each neighborhood of the RONI pixels create a 2 × 2
× 2 cube inside the RONI to embed these eight bits. A simple
attack which will be occurred to any watermarked image is the
LSB removal attack. So, to increase the robustness of embed-
ded watermark information and reduce error rate, another cube
is used to repeat the same data in bits 1 and 2, using the
third and fourth least significant bits of RONI pixels, and the
process of the previous step is repeated precisely. This opera-
tion is shown in Figure 7b. Therefore, besides salt and pepper
noise attack, the proposed method is robust against the LSB
removal attack. After embedding all watermark bits, to increase
the robustness of this data and reduce the error rate in retrieving
them, all the above steps are repeated from the first water-
mark bit until there is enough space to embed in the RONI.
The watermark recovery process involves several steps: salt

FIGURE 5 The partitioned EPR in 6 × 6 blocks. EPR, electronic patient
records [31].

FIGURE 6 Embedding depth in RONI pixels. RONI, region of
non-interest [31].
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122 EBRAHIMNEJAD ET AL.

FIGURE 7 (a) Embedding the eight bits in the RONI cube. (b)
Robustness of the embedding. RONI, region of non-interest [31].

and pepper noise cancellation by the Adaptive Removal of Salt
and pepper Noise (ARSPN) [30] method, identifying the ROI,
extracting the embedded data, and decoding it by the pixels of
the ROI.

3.2 Watermark data recovery procedure

After receiving the image at the destination, the noise removal
block must first remove the noise added to the images to extract
the watermark data. Afterwards, the ROI automatically iden-
tifies and selects the same as the embedding process. Then
the embedded data in the RONI are extracted based on the
embedding method. In the next step, the extracted data interpret
and decoded based on the ROI as the key. Then, the robust-
ness of embedded watermark bits against different densities
of salt and pepper noise (1%–97%) is evaluated. For this pur-
pose, the BER is obtained by extracting the embedded data
and comparing it with the original data. The BER is calculated
by assuming the repetition code for the embedding process in
the presence of a noise removal block in the data extraction
step. Comparing the mean BER of extracted watermark data
in five databases and after the presence of salt and pepper noise
attacks with different densities shows that the BER increases
with increasing noise density. Also, comparing the results of the
average PSNR and the SSIM criteria of the total watermarked
images in five databases, after the presence of salt and pepper
noise attack, before and after applying the noise removal block
shows a significant increase in the values of these criteria
after applying the ARSPN. The results show that the proposed
method has high robustness to salt and pepper noise, and also,
the presence of a noise removal block reduces the BER and
improves the PSNR and the SSIM of the watermarked image.
The scheme proposed in this article is better than all previous
methods [31].

3.2.1 Noise cancelation block (ARSPN)

According to this method, in the vicinity of each noisy pixel
of the input image, an adaptive n × n window is considered—
the value of n changes with the noise density. The noise-free
pixels of this window will be weighed according to their distance

from the desired pixel. The greater the distance, the less weight
is added. The relationship between this weight and the distance
is shown in Equation (8):

W (k) = 10−(k−1)
, k = 1, 2, 3, 4, … (8)

where k is the distance between the window and desired pixel,
and W is the desired weight. Then, the weighted sum of the
adjacent pixels is averaged, and the resulting value replaces the
noise pixel. The pseudo-code of the ARSPN approach is shown
as Algorithm 1 in Figure 8 [30].

In this process, the desired window size is the first window
size that contains healthy, noise-free pixels. It means that all low-
and high-dimensional windows will be tested, and the first win-
dow with a healthy pixel will be the best window to eliminate
noise at that density. A significant advantage of using this new
method is removing high-density multimodal salt and pepper
noise from a medical image. It means that if different densi-
ties of salt and pepper noise (in the range of 1%–97%) appear
in an image, the new method can eliminate all of them based
on density. In other words, if there is random noise anywhere
in the image, this method only corrects the same noise area and
leaves the rest of the image unchanged. Other previous methods
affect the whole image and blur the healthy parts. The innova-
tive approach is local [30]. Figure 9 shows the result of applying
this method to some images.

3.2.2 Watermark extraction and decoding

After de-noising the watermarked image with the ARSPN
method and partitioning the detected ROI, the extraction
and decoding process of encoded data starts with the reverse
method of the embedding and encoding process. Watermark
extraction from the RONI is done in two cases. The first case is
the reverse process of the embedding method without any pre-
condition; the embedded data is retrieved from the four least
significant bits (bits numbers 1, 2, 3, 4) in the four neighbour-
hoods of each pixel. In the second case, the retrieval operation
is performed only from pixels that are not noisy. If the pixels
are noisy, a label is assigned instead of extracting the bit value
of each pixel. After extracting the watermark data, the ROI key
is used for interpreting and decoding it, and the extracted val-
ues are translated with bits numbers 9, 10, and 11 of each ROI
pixel. For this purpose, two modes are considered. First, with-
out any precondition, if two bits of the extracted data are equal
to 01, the value of the recovered data is the same as the value of
bit number nine of the corresponding ROI pixel. If these two
bits are 10, the retrieved information is equivalent to the value
of bit number 10, and if they are equal to 11, the decoded data
is similar to the 11th bit of the corresponding pixel in the ROI.
Therefore interpreting all extracted data is done by this method.
In the second case, the extracted data bits are replaced by the
value of bits numbers 9, 10, or 11 of each corresponding ROI
pixel, provided that the ROI pixel is not noisy; otherwise, a label
is assigned instead of the recovered and interpreted data.
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EBRAHIMNEJAD ET AL. 123

FIGURE 8 The pseudo-code of the ARSPN method. ARSPN, adaptive removal of high-density salt and pepper noise [30].

According to the above cases, four modes are considered in
data recovery and evaluation of the used method and calculating
the BER:

1. No-Labeled (no precondition for extraction and decoding)
2. ROI-Labeled (no precondition for extraction, but precondi-

tion for decoding)
3. RONI-Labeled (the precondition for extraction, but no

precondition for decoding)
4. Both-Labeled (the precondition for extraction and decoding)

Figure 10 shows the algorithm diagram of the extraction and
decoding procedure.

Finally, after labelling the noisy pixels in the extraction and
interpreting steps, if the number of ones is more than 50% of
total zeros and ones extracted and retrieved, the corresponding
bit value for an encoded bit will be one; otherwise, it will be
zero.

4 EXPERIMENTAL RESULTS AND
EVALUATION

Based on the above four modes to interpret the extracted data
and innovative ARSPN solution, the methods mentioned are
tested with five databases containing 181 MRI images. The BER
factor is compared with previous approaches. Also, the results
of PSNR value for different noise densities are discussed. The

BER results obtained from applying the proposed method on
database number 2 with 9 MRI images, in the presence of salt
and pepper noise, up to a density of 97%, are shown in Table 1.
It demonstrates that omitting the noisy pixels during extraction
or interpretation affects the BER values differently by increasing
the noise density. When the noisy pixels of ROI are omitted for
interpretation (ROI-Labelled mode), the values of BER increase
compared to the No-Labelled mode. The differences between
the amounts of these two modes increase significantly for very
high-density noise. It is because of destroying the pixels of ROI
as the key, and the number of healthy pixels is very low for ana-
lyzing the values. By ignoring the noisy pixels of ROI and RONI
together (Both-Labelled mode) for low- to medium-noise den-
sities, the results of BER are better than the No-Labelled mode
but growing the noise value leads to an increase in error, and the
BER value is enhanced. This is because the number of healthy
pixels is meager in the smallest window, supposed for the noise
cancellation method, even if the window size increases. For
noise densities from low to medium, ignoring only the noisy
pixels of RONI decreases BER slowly, compared to the No-
Labelled mode. But the results are unbelievable and amazing for
high-density noises (more than 50%).

The results for Database no.2 (DB2) show that the case of
RONI-Labelled has the best performance and outcomes. It
means that, during the extraction process, if the RONI noisy
pixels are ignored and labelled, only healthy data are extracted,
and the BER is reduced. For a noise density of 95%, the aver-
age BER is 26.7, and for 97% of noise density, the BER is
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124 EBRAHIMNEJAD ET AL.

TABLE 1 BER (%) results of applying the proposed method on DB2 in four modes.

Mode

Image

No. 1% 5% 10% 20% 30% 40% 50% 60% 70% 80% 90% 95% 97%

No-
Labeled

1 0 0.3713 0.37129 2.351485 4.579208 10.39604 20.42079 25.86634 29.57921 28.09406 43.19307 46.41089 38.86139

2 0 0 0.12376 0.247525 4.331683 12.99505 19.55446 31.55941 33.78713 43.06931 41.08911 48.0198 47.27723

3 0 0 0 0.742574 6.311881 7.178218 29.45545 33.29208 35.89109 36.38614 36.75743 39.35644 46.78218

4 0 0 0.24752 0.866337 1.608911 19.18317 32.30198 38.4901 39.97525 43.19307 47.40099 50.12376 37.37624

5 0 0.2475 0.37129 1.980198 7.054455 22.89604 30.32178 35.27228 37.25248 39.10891 39.60396 47.15347 39.72772

6 0 0.1238 0.24752 0.742574 7.054455 19.80198 38.36634 42.82178 43.81188 43.81188 46.0396 45.91584 55.32178

7 0 0 0.24752 0.990099 16.08911 22.77228 35.02475 37.37624 38.86139 37.62376 37.99505 39.10891 56.06436

8 0 0 0 0 0.618812 9.405941 22.0297 28.09406 43.81188 39.60396 40.09901 28.09406 46.41089

9 0 0 0.12376 0.371287 4.084158 33.78713 33.29208 35.27228 36.38614 52.9703 48.26733 56.18812 48.26733

Mode

Image

No. 1% 5% 10% 20% 30% 40% 50% 60% 70% 80% 90% 95% 97%

Both-
Labeled

1 0 0.247525 0.618812 2.59901 3.960396 9.034653 10.76733 19.92574 33.29208 56.06436 81.18812 92.82178 97.77228

2 0 0.123762 0.247525 2.227723 4.950495 5.816832 12.5 17.94554 29.33168 50.74257 77.35149 92.07921 98.26733

3 0 0.123762 0.618812 1.732673 2.846535 8.168317 14.10891 16.70792 29.9505 49.13366 79.08416 94.30693 97.27723

4 0 0 0.742574 1.608911 3.217822 7.549505 6.806931 17.94554 28.58911 51.23762 77.84653 92.4505 97.89604

5 0 0 0.247525 1.608911 2.970297 7.79703 13.36634 16.70792 29.57921 48.76238 74.87624 91.21287 95.54455

6 0 0 0.618812 1.608911 3.217822 7.30198 10.5198 15.59406 27.47525 44.43069 73.63861 89.97525 96.65842

7 0.247525 0 1.237624 2.970297 4.331683 7.178218 14.72772 18.93564 28.58911 51.85644 76.36139 91.08911 95.42079

8 0.123762 0.123762 0.618812 2.475248 5.321782 8.292079 16.21287 20.0495 31.06436 51.36139 74.0099 92.20297 96.78218

9 0 0.123762 0.371287 1.732673 2.722772 7.79703 12.99505 17.57426 27.47525 49.87624 75.49505 89.60396 95.79208

Mode

Image

No. 1% 5% 10% 20% 30% 40% 50% 60% 70% 80% 90% 95% 97%

ROI-
labeled

1 0 0.6188 0.86634 6.311881 9.158416 20.79208 27.47525 40.34653 49.75248 59.90099 75.37129 86.75743 88.98515

2 0 0.1238 0.61881 2.10396 11.5099 19.43069 28.83663 43.68812 49.25743 61.5099 76.9802 90.34653 93.06931

3 0 0 0.37129 2.846535 16.58416 18.31683 36.63366 45.54455 56.06436 58.29208 76.36139 88.73762 91.95545

4 0 0 0.12376 1.608911 7.920792 26.48515 35.5198 48.14356 56.43564 71.16337 80.81683 89.85149 91.08911

5 0 0 1.60891 7.920792 19.80198 36.13861 42.94554 43.93564 54.08416 65.59406 78.34158 90.71782 93.44059

6 0 0.1238 1.11386 4.331683 17.94554 32.42574 43.56436 51.73267 58.04455 64.23267 79.70297 89.97525 94.18317

7 0 0.1238 1.60891 8.663366 33.91089 27.59901 42.32673 50.37129 55.19802 64.4802 79.45545 86.26238 92.69802

8 0 0.1238 0.49505 2.722772 8.168317 29.82673 36.88119 42.69802 54.9505 66.95545 75.61881 85.14851 93.81188

9 0 0.495 1.23762 5.693069 15.59406 40.96535 41.21287 46.41089 52.47525 68.06931 80.56931 88.86139 92.20297

Mode

Image

No. 1% 5% 10% 20% 30% 40% 50% 60% 70% 80% 90% 95% 97%

RONI-
Labeled

1 0 0.247525 0.371287 0.866337 1.856436 2.846535 6.559406 6.311881 7.549505 13.73762 22.89604 35.02475 54.57921

2 0 0 0.123762 0.247525 0.990099 2.475248 3.094059 6.064356 8.415842 12.12871 17.07921 29.57921 42.82178

3 0 0 0 0.49505 1.237624 2.351485 3.341584 3.960396 6.683168 9.034653 14.97525 27.22772 39.4802

4 0 0 0 0.618812 1.361386 1.485149 2.227723 4.207921 4.331683 7.79703 14.10891 24.0099 44.55446

5 0 0.123762 0.123762 0.247525 0.742574 0.990099 1.980198 3.217822 5.940594 9.158416 14.60396 22.40099 34.03465

6 0 0.123762 0.247525 0 0.371287 1.113861 1.237624 4.331683 5.321782 7.549505 11.01485 18.44059 31.93069

7 0 0 0.247525 0.618812 1.608911 3.217822 3.341584 5.074257 5.445545 10.5198 15.22277 24.75248 34.28218

8 0 0.247525 0.123762 0.618812 1.361386 2.846535 3.836634 5.074257 7.178218 11.38614 18.56436 23.88614 35.27228

9 0 0.123762 0.247525 0.123762 0.49505 1.113861 2.846535 3.836634 6.188119 12.5 16.4604 23.88614 31.68317
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EBRAHIMNEJAD ET AL. 125

FIGURE 9 Result of applying ARSPN on some images. ARSPN, adaptive removal of high-density salt and pepper noise.

less than 40. This is because the noise destroys the bits of the
pixels and changes their value entirely, and incorrect data are
obtained in the recovery phase. Still, by ignoring the noisy pixels
and using only the information of healthy pixels, the watermark
data is extracted with a minimum error when interpreting and
encoding them. The outcomes of other cases show that there
is no need to label the noisy pixels of ROI during the decod-
ing step. Since marking the ROI’s noisy pixels may increase the
whole labels during the decoding process and make a mistake in
interpreting an encoded bit.

The BER average of applying the proposed method on each
database in four modes, in the presence of different densities

of salt and pepper noise, is displayed in Figure 11, which con-
firms the above explanation regarding Table 1. As it is clear
in the results and the graph of Figure 11, for example, in the
noise attack of 97%, the host image is only 3% healthy, while
the watermarked information remains above 60% healthy. The
first case is the same as the one presented in reference [31]. But
because of using the ARSPN method, the BER results are bet-
ter than this reference, especially for high-density noises. In the
second case, since the extracted data from RONI did not get any
label, the unhealthy pixel’s information is interpreted with ROI
healthy pixel’s information. This comparison and interpretation
of incorrect data with a beneficial key and reference cause more
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126 EBRAHIMNEJAD ET AL.

FIGURE 10 The algorithm diagram of the extraction and decoding procedure.

FIGURE 11 The BER (%) average of applying the proposed method to each database in four modes.

errors. Therefore, compared to the previous case, the results
of this case are highly undesirable and unacceptable. In case
number four, the healthy data of RONI pixels are interpreted
by healthy data of ROI pixels. So, data from many pixels are
ignored in the extraction and decoding stages (especially with
increasing noise density). Therefore, the BER is very high due to
a lack of data and has the worst results among the four cases. But
in case number 3, since the data is extracted from healthy RONI
pixels and then decoded using all ROI pixels’ data as a key, the
BER has the lowest results. Therefore, this is the best case for
extracting and decoding the watermark data. The BER average
value in the case of RONI-Labelled for very high-density noise
(97%) is equal to 38.6 for all DBs.

By comparing the presented scheme with other related works
and the [31], the high performance of this method is clearly
shown in Table 2. Different combinations of watermarking
methods with other techniques are applied. Also, various types
of images participated in the experiments. Still, none of these

references has efficient implementation and low BER in a wide
range of salt and pepper noise attack, especially for high-density.
It is evident in Table 2, the only method that, in addition to a
sufficient number of images for testing, examines a wide range
of noises and at the same time offers the benefits of spatial and
transform domain watermarking and has a very low BER, the
new method presented in this article.

On the other hand, the quality of the watermarked image
after applying the noise removal method with different noise
densities is measured by the PSNR criterion. It shows how much
the quality of the watermarked image has changed after remov-
ing the noise and demonstrates the effectiveness of the noise
removal method. Table 3 shows the results of PSNR on all
DBs, in the presence of different noise densities up to 97%.
These values indicate that although the noise density increases,
due to the use of the ARSPN noise removal method, the qual-
ity of the denoised image is still acceptable, and the image is
visible.
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EBRAHIMNEJAD ET AL. 127

TABLE 2 Comparison between the proposed method and some other related works.

Reference Method Database BER%

R. Sinhal et al. [32] (2021) YCbCr colour space, IWT, DCT,
ANN framework for colour image
watermarking

Lena, Mandrill, Plane, Pepper,
Sailboat, House, Barbara

Avg. for S&P 1 % = 0.023,
Avg. for S&P 2 % = 0.1129,
Avg. for S&P 5 % = 0.1024,
Avg. of 34 attackes for 7 images with ANN = 0.0681

M. Z. Konyar and S. Öztürk
[17] (2020)

Reed Solomon Coding-Based 36 images from European
Society of Radiology
database (CT, MRI, US,
X-ray)

For S&P 50%:
CT = 24.9,
MRI = 25.1,
US = 24.9,
X-ray = 24.6

V. M. Manikandanm V.
Masilamani [20] (2021)

Scaling-based reversible watermarking 1000 medical images-OsriX
dataset

Avg. for S&P 1 % = 0.036,
Avg. for S&P 5 % = 0.083,
Avg. for S&P 10 % = 0.136,
Avg. for other 10 attackes = 0.318,

A. Soualmi, et al. [26] (2021) Schur triangulation and chaotic
sequence

22 medical and non-medical
images

Avg. for S&P 0.1 % = 0.001,
Avg. for S&P 3 % = 0.004,
Avg. for S&P 5 % = 0.008,
Avg. for S&P 7 % = 0.011,
Avg. for S&P 10 % = 0.016

S. M. Mousavi, et al. [31]
(2017)

Spatial domain watermarking method,
channel coding and noise filtering
schemes

Five databases contain 179
MRI images

41.7 for 90% S&P noise density

Proposed method ARSPN, automatic ROI detection,
labeling the noisy pixels of RONI

171 MRI images From 0% to 70% noise density: Avg. = under 10,
from 80% to 95% noise density: Avg. = 10 to 26.7,
for 97% noise density: Avg. = 38.6

Abbreviations: ANN, application neural network; ARSPN, adaptive removal of high-density salt and pepper noise; DCT, discrete cosine transform; IWT, integer wavelet transform; ROI,
region of interest; RONI, region of non-interest.

TABLE 3 PSNR (dB) results of applying the proposed method on all DBs, for the salt and pepper noise attack from 1% to 97% density.

Noise 1% 5% 10% 20% 30% 40% 50% 60% 70% 80% 90% 93% 95% 97%

DB1 50.2206 43.2379 40.1538 36.9171 34.8320 33.1995 31.6238 30.1617 28.4852 26.7496 24.4603 23.4071 22.4529 21.4285

DB2 53.4390 46.2905 43.1005 39.9873 37.9326 36.3464 34.9091 33.3853 31.9425 30.3044 28.2016 27.0821 26.1641 25.3278

DB3 50.4264 43.3843 40.2635 37.0798 35.0363 33.4383 32.0164 30.6348 29.1561 27.5636 25.4911 24.4377 22.8738 21.4984

DB4 61.2648 54.0634 50.6892 47.1707 44.7840 42.7183 40.8027 38.8716 36.8056 34.6211 31.5957 30.1876 27.5595 25.8452

DB5 61.7426 54.5710 51.3990 47.8194 45.3694 43.2898 41.3464 39.4254 37.3646 35.0922 31.9389 30.5570 29.3886 28.2490

Abbreviation: PSNR, peak signal-to-noise ratio.

5 CONCLUSION

This study presents a medical image watermarking in the spa-
tial domain using the methods of [30] and [31]. First, the ROI
of the MRI images is detected by the automatic scheme pre-
sented in [31]. After that, the encoded binarized EPR data are
embedded in the RONI. For the extraction of watermark data,
assuming that the salt and pepper noise attack from low to
very high density has occurred, the ARSPN method is used
to decrease the existing noise. This high-performance noise
cancellation method increases the quality of attacked images
and reduces the data extraction error. The main reason for
decreasing BER is the preconditions to extract the watermark
data, that is, labeling the noisy pixels of RONI and omit-
ting the information of those pixels. This innovative condition

extracts only the healthy data, and BER is increased dramati-
cally. The BER average value for noise density from 0% to 70%
is less than 10%, for density 80% to 95% is between 10 and
26.7, and for 97% is 38.6. These results show the high per-
formance of applying the proposed method on the five MRI
databases.
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