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With the increasing integration of Distributed Generation (DG) units and advanced control systems,
microgrids have become more vulnerable to cyberattacks, particularly those targeting secondary
control mechanisms. False Data Injection (FDI) and Denial-of-Service (DoS) attacks can significantly
disrupt the stability and performance of microgrids by manipulating communication links and control
signals. This paper proposes a robust cyber-resilient strategy to mitigate the impact of cyberattacks
on secondary control in islanded AC microgrids. The proposed approach enhances the resilience

of frequency regulation and real power sharing by integrating adaptive anomaly detection and
hierarchical control mechanisms. The approach’s effectiveness is evaluated through comprehensive
simulations in MATLAB/Simulink, considering various cyberattack scenarios, including FDI and

DoS attacks on critical communication links. Results demonstrate that, under normal conditions,

the primary and secondary controllers ensure frequency stability and balanced power distribution.
However, in the presence of cyberattacks, the conventional control strategy fails to maintain stability,
leading to frequency deviations and power imbalances. The proposed approach successfully detects
and mitigates these attacks, restoring system stability and ensuring robust operation. Furthermore,
the effectiveness of the proposed approach is validated across different microgrid topologies,
including networked, looped-type, and bus-type configurations, demonstrating its adaptability and
effectiveness in diverse network structures.
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Background and challenges

With the increasing penetration of inverter-interfaced Distributed Generation (DG) units in distribution
networks, the concept of microgrids has emerged as a promising solution for managing smart grids !=>.
Microgrids are small-scale power systems that integrate various DG units, energy storage systems, and loads
efficiently *. One distinguishing characteristic of microgrids is their flexibility to function in both grid-connected
and islanded modes, allowing them to disconnect from the main grid due to planned or unplanned events. The
control strategies for power management differ significantly between these two operational modes °. To ensure
reliable operation in islanded mode, inverter-based microgrids typically employ a hierarchical control structure
consisting of a local primary control and a centralized or distributed secondary control °. Primary control
regulates voltage and frequency while sharing power among DGs using the droop control technique, which
relies solely on local measurements . However, conventional droop control suffers from poor power-sharing
accuracy due to line impedance mismatches and voltage and frequency deviations from nominal values °. To
address these issues, secondary control is implemented to restore voltage and frequency to their nominal values
by adjusting the setpoints of the primary droop controllers. This control level enables data exchange among
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DGs via communication networks, enhancing system coordination #°. It is typically implemented in either a
centralized or distributed cooperative manner. In the centralized approach, a central controller collects data from
all DGs and sends corrective commands. However, this structure has scalability limitations, requires a robust
communication network, and is highly vulnerable to single-point failures !°. To enhance reliability, scalability,
and flexibility, distributed cooperative control has gained popularity. In this approach, each DG communicates
only with its immediate neighbors based on a directed communication graph, enabling plug-and-play operation
and improved fault tolerance 1°-12.

Despite its operational advantages, distributed secondary control is highly vulnerable to cybersecurity
threats. Unlike centralized control, where a central entity oversees the entire system, distributed microgrids lack
global observability, making it difficult to detect malicious activities in communication links. The presence of
communication links introduces cybersecurity challenges '*-17, noise, uncertainties, and data accessibility issues.
As a result, limited information exchange makes distributed control structures more susceptible to cyberattacks,
potentially affecting system stability and control accuracy 8. In distributed secondary control architectures,
both DG units and communication links serve as potential targets for cyberattacks. These attacks threaten data
confidentiality, integrity, and availability, ultimately disrupting control objectives such as voltage and frequency
regulation. Among various cyber threats, False Data Injection (FDI) and Denial-of-Service (DoS) attacks are the
most critical, widely discussed in the literature 1.

o False Data Injection Attacks These attacks compromise the integrity of control and decision-making processes
by injecting falsified measurement data into communication links *!. As a result, incorrect control commands
are issued, leading to voltage and frequency instability 2. FDI attacks are particularly dangerous because they
often remain stealthy and deceptive, making detection extremely challenging 2*. The major consequences of
FDI attacks include: (i) Instability in power-sharing and load-generation balance in microgrids, (ii) incorrect
operational decisions, leading to blackouts, (iii) increased operational and maintenance costs due to incorrect
control actions, and (iv) reduced trust in smart grid technologies, raising security concerns.

o Denial-of-Service Attacks In DoS attacks, hackers flood the communication network with unnecessary traf-
fic, disrupting data transmission. This results in severe degradation of communication performance and, in
extreme cases, complete failure of data exchange »*. Consequently, the inability to transmit control signals
jeopardizes system stability and microgrid operation °.

Literature review

In recent years, extensive research has been conducted on cybersecurity challenges in microgrids 2#*°. Based on
these studies, existing cyberattack detection and isolation mechanisms in islanded microgrids can be broadly
categorized into two main groups !*?: (1) Data-driven and (2) signal processing-based approaches. Data-driven
approaches primarily utilize machine learning techniques and statistical analysis to derive a system model based
on historical data and real-time measurement signals 2628, While these methods have shown promising results,
a major challenge remains: the difficulty in gathering complete and accurate datasets; In real-world scenarios,
obtaining comprehensive datasets for training and validation is often impractical, limiting the effectiveness of
purely data-driven approaches. In contrast, signal processing-based approaches enable real-time monitoring of
system states, allowing for more effective identification of cyber threats. These approaches can be further divided
into two main categories: (i) Model-free and (ii) model-based methods.

Most research on cybersecurity in inverter-based microgrids has focused on either detecting cyberattacks
or analyzing their impact 2>?°. A transient model-based technique for detecting FDI attacks on centralized
microgrid controllers is proposed in 3. Ref. 3! investigates the vulnerabilities and challenges of DC microgrids
when exposed to FDI attacks. In 32, an extended state observer (ESO)-based approach is introduced to estimate
disturbance signals, including FDI attacks in microgrids. However, this approach operates under the assumption
that the derivative of disturbance signals remains zero in the steady state., and it does not account for the possibility
that the ESO itself could be compromised by adversaries. The concept of a stability region is introduced in *,
discussing the impact of FDI attacks on microgrid utilization levels, but no countermeasures are provided. Ref. 3
proposes an attack detection approach based on signal temporal logic that estimates upper and lower voltage and
current limits to indicate potential attacks. However, the presence of false states within these predefined limits
can still lead to substantial disruptions in system performance. Ref. 3* examines how cyberattacks infiltrate and
affect microgrid systems, while 37 provide a detailed classification of different cyberattack strategies.

In 3839, an active synchronous detection approach is employed to identify cyberattacks targeting controllers.
This approach involves generating small probing signals from the microgrid control center and transmitting
them to controllers. The output coefficients of the received signals are then compared with predefined values to
detect potential cyber threats. However, since the injection of probing signals can introduce minor fluctuations
in output parameters, this approach may not be suitable for practical applications. A resilient control strategy
against cyberattacks on communication links is proposed in “°. In this approach, if only one received link is
compromised, the faulty units data is disregarded to prevent its influence on the system. However, a single
compromised link can still affect others. A multi-layer resilient control approach against man-in-the-middle
attacks is presented in *!; it considered attacks on communication links and not sensor attacks.

A resilient control approach for mitigating FDI attacks in DC microgrids is introduced in %2, utilizing a
proportional-integral (PI) controller with adjustable gains. A similar noise-reduction technique is employed in 3.
To prevent cyberattacks from spreading to controllers,** proposes a mechanism that disables the communication
link of compromised units, effectively isolating the affected component. Ref. ** introduces a resilient control
approach capable of reconstructing corrupted data from healthy communication links; however, this approach
fails when all links are under attack. A robust synchronization protocol against sensor and actuator attacks is
proposed in . Additionally, a trust-based distributed control mechanism is designed to mitigate the effects of
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communication link breaches and controller hijacking. However, if more than half of the communication links
are compromised, the defense mechanism becomes ineffective.

The impact of DoS$ attacks on microgrid frequency in the secondary control level, considering active power
reference, is analyzed in °. A distributed control strategy to mitigate DoS attacks is introduced in %7, where
the controller uses the average of outputs as a reference to counteract the attack’s effect. However, while this
approach neutralizes the attack, it may cause the outputs to drift toward the average rather than the desired
reference value. Ref. %¢ also employs a decentralized control approach, leveraging Multi-Agent Systems (MASs)
to counteract DoS attacks in microgrids. A distributed secondary control approach for AC microgrids using the
weighted mean subsequence reduce technique is proposed in *%. It utilizes a time-varying virtual communication
graph, where each DG unit calculates communication link quality based on its own power angle and that of
neighboring DERs. Ref. 3 examines FDI attacks targeting distributed load-sharing in microgrids. However, it
only analyzes the stability region under such attacks and does not propose any mitigation strategies.

Aims and contributions

Hackers attempting to compromise the operation of inverter-based microgrids with distributed secondary
control can lead to severe consequences, including blackouts, equipment damage, and system instability. To
mitigate these risks, this paper presents a cyberattack detection and mitigation approach based on the DG
frequency, designed to counter both DoS and FDI attacks. In this approach, each energy source’s connected
bus is equipped with an Intelligent Electronic Device (IED) to extract its frequency, which is then processed by
an oscillator. The core advantage of the proposed oscillator-based fault detection mechanism lies in its ability
to identify cyberattacks by analyzing the oscillator’s state variables. Specifically, cyber-induced disturbances in
microgrid communication links during islanded operation alter the oscillator system’s phase trajectory, shifting
it from a stable oscillatory state to an unstable one. Under such conditions, the state variables of the oscillator
increase indefinitely, signaling the presence of an attack. Once a cyberattack is detected, the proposed approach
works to restore frequency stability and ensure proper power sharing among inverters in AC microgrids. This is
achieved by adjusting and strengthening the weights of healthy communication links within the network graph
using oscillator-based equations. A key feature of this approach is its independence from both the microgrid’s
structural configuration and the specific nature of the cyberattack, enabling a rapid and adaptive response to
potential threats. Table 1 compares the features of the proposed strategy with various studied approaches for
detecting and mitigating cyberattacks in microgrids.

The main contribution of this paper can be summarized as follows:

« The proposed approach does not rely on identifying the specific type of attack, enhancing the system’s flex-
ibility against a wide range of threats. This characteristic, enabled by distributed algorithms and a system
dynamics-based model, allows for rapid responses to unexpected disturbances and changes.

« The proposed approach can simultaneously counteract both DoS and FDI attacks due to its decentralized con-
trol structure based on oscillators, which reduces direct communication between nodes and strengthens local

Distributed Attack on
Secondary Attack on | Communication Network Topology
Reference | Control Control Goals Attack Type | Operators | Links Model-Based/Free | Type Detection Approach Independent
4 v Dgtgctipn and EDI X v Model-based AC Robu§t control' and X
mitigation machine learning
Delay and . .
8 v Increasing stability | data loss X v Model-based AC Mgch{ne learning and X
artificial neural network
attack
= Detection Stealth attack | X Model-based DC Machine learning X
2% . Intelligent .
Detection data attack Model-free DC Data-driven v
7 Detection and Destabilizing Deep reinforcement
27 .
v mitigation attacks X v Model-free AC learning v
28 Distributed deep
v Defence FDI X v Model-free AC reinforcement learning v
Detection and Nonlinear autoregressive
3 v A FDI X v Hybrid DC exogenous input-based X
mitigation
observers
3 v Robust control FDI X Model-based DC lKalm.an filter and machine |
earning
3 X Detection FDI Model-based DC Graph neural networks X
2 v Robust control FDI Hybrid DC Robust control and X
machine learning
16 v Robust secondary DosS X v Model-free AC Multi'-agent reinforcement v
control learning
Detection,
Proposed frequency .
Approach v restoration, optimal FDI, DoS v v Model-based AC Oscillator v
power sharing

Table 1. Comparison of Proposed Cyberattack Detection Approach with Some Existing Ones.
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control at each node. As a result, even when DoS attacks disrupt communication and FDI attacks introduce
false sensor readings, the system maintains stable operation.

o Another key feature of the proposed approach is the use of oscillator-based dynamic models to detect anom-
alies caused by cyberattacks. These models can identify disturbances in key system variables such as voltage,
real power, and reactive power. By leveraging this approach, the system can detect abnormal behavior and
mitigate the impact of cyberattacks by reinforcing and adjusting the weights of communication links between
healthy nodes in the adjacency matrix, thereby reducing the influence of compromised nodes. Consequently,
the proposed approach not only detects cyberattacks but also ensures the system’s recovery to a stable oper-
ating condition.

« This study introduces the use of oscillator-based dynamic models for cyberattack detection in AC micro-
grids-offering a novel approach that leverages real-time system dynamics rather than relying on historical
datasets or predefined attack signatures.

Paper organization

The remainder of this paper is structured as follows. Section 2 provides an overview of the hierarchical control
structure of inverter-based islanded microgrids and discusses the role of different control levels in maintaining
system stability. The proposed oscillator-based approach for detecting and mitigating cyberattacks is presented
in Sect. 3, explaining its operational principles and advantages. Section 4 presents simulation results to assess the
effectiveness of the proposed approach under various attack scenarios. Section 5 outlines the main limitations of
the proposed approach and discusses directions for future work. Finally, Sect. 6 concludes the paper.

Hierarchical control structure of microgrids

For the proper operation of a microgrid in islanded mode, an effective power management strategy is essential.
This necessity arises from the fact that DG units within the microgrid typically have limited power capacity
and diverse generation characteristics, and there is often no dominant energy source to regulate frequency
under islanded operation. Consequently, the power management strategy must not only ensure appropriate
load sharing among DG units but also regulate the system’s voltage and frequency. To achieve these objectives, a
hierarchical control structure, comprising primary and secondary control levels, is widely employed in islanded
microgrids *°, as shown in Fig. 1. The primary control level regulates frequency, output voltage, and power
sharing among sources using conventional local droop control technique. The secondary control level, utilizing
a distributed communication network, compensates for the errors introduced by the primary control *°.

Primary control

The primary control is typically implemented as a local controller within each DG unit. This controller operates
independently and is responsible for maintaining the optimal operating conditions of each DG. To ensure proper
coordination among controllers and overall system stability, inter-controller relationships within the microgrid

Opi

Power
Controller Controller Controller

Measuring the

Microgrid voltage and
frequency in MG

Distributed
Control

Figure 1. Hierarchical control of inverter-interfaced microgrids.
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Attack Type | o F(&;,t)
Normal 1 -

DoS 0 0

EDI 0<a; <1|F(&,t)#0
DoS&EDI |0 F(&,t) #0

Table 2. Identification of FDI and DoS Attacks.
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Figure 2. Oscillator in the phase plane and x — ¢ diagram in the (a) Stable, (b) Oscillatory, and (c) Chaotic
states of the system.

must be well-defined and managed. This coordination is primarily achieved through the real power-frequency
(P — f) and reactive power-voltage ((Q — V') droop control technique. The droop control equations facilitate
adaptive control for enhancing system stability and response time % as

w=wo—mpP, (1)

E= EO - an7 (2)

where w and E are the frequency and amplitude of voltage reference, and wo and Ey are these values at no-load,
respectively. P and Q represent the measured real and reactive power of the DG unit, and the coefficients m, and
ng are the real and reactive power droop coefficients, respectively.

Distributed cooperative secondary control

Although the droop-based primary control technique prevents voltage and frequency instability in microgrids,
its decentralized nature cannot guarantee the restoration of voltage and frequency to their nominal values. To
mitigate deviations from nominal voltage and frequency in the primary control stage, a distributed secondary
control approach leveraging a sparse communication network is employed !°. The secondary control adjusts
the reference values of primary control wo and Fjy to drive frequency and voltage deviations to zero. In this
technique, each DG unit requires only local information and data from its immediate neighbors within the
communication graph.

Frequency control

The distributed secondary control for frequency restoration in microgrids can be formulated as a consensus-
based synchronization problem in MASs. The objective is for all DG units to synchronize their terminal voltage
magnitudes and frequencies with predefined nominal values, ensuring:

tlgilo(wi — wref) =0 (3)
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lim (E; — Eret) = 0, (4)

t— o0

By differentiating the frequency droop characteristic in (1) for ith DG unit, the distributed secondary frequency
control problem can be expressed as a tracking synchronization problem in the first-order linear MAS as

Wi = Woi — mpiPi = Uwi —> Woi = /(Um + mpipi)dt, (5)

where u.,; is an auxiliary control variable used to adjust the frequency reference in the primary control loop.
When secondary frequency control is applied, the output power of DG units should be allocated following the
same pattern established in the primary control, maintaining >

mp1Pt =mp1PL = ... =mpnPn. (6)

To achieve proportional load sharing among DG units based on their capacities, additional cooperative control
is introduced as

mp, P = ;. (7)

The auxiliary controls u,; and u.; can be formulated using the information from their source (DG;) and their
neighboring units through the directed communication graph '° as

Ui = —cw-( Z aij(wi —wj) 4 gi(wi — Wref)>v (8)

JEN;

Upi = —Cpi B @i (Mpi Py — My Py), )

JEN;
where cw; and cp; are positive control gains that determine the rate at which the secondary frequency control
converges to its desired state. The gain g; > 0 represents the edge weight of the directed communication graph,

which is nonzero for at least one source connected to the reference node.
By substituting (8) and (9) into (5), the reference frequency in the primary control level is computed as

woi = /(uwz + mp P;)dt

(10)
= / (— cwi( Z aij(wi —w;) + gi(w; — wref)) — Cpi Z aij(mp: Py — mijj)) dt.

JEN; JEN;

Bl )+ 7y + 5y =cos(wt)+ FD(t) g

AD.—»
J
ref
Microgrid
Figure 3. Block diagram of the proposed cyberattack detection approach.
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Figure 4. Single-line diagram of the study test microgrid.

Parameter Value

Inverter filter Cy =50uF Ly =1.35mH, 7y = 0.1Q

DG interface cable impedance | . = 0.039Q, L. = 0.35 mH

mp1 = mpz = 9.4 x 107°

Mps = Mmpa = 12.5 x 107°
Droop coefficients

g1 =nge = 1.3 x 1073

Ng3 = Nga = 1.5 x 1072

kpvl = kpv2 = 0.1, kjvl = k;v2 = 420
kpvs = kpva = 0.05, kijv3 = kjpa = 390
kpe1 = kpe2 = 15, kijc1 = kicz = 20000
kpes = kpca = 10.5, kijc3 = kica = 16000

Controller coefficients

Cut-off frequency of controller | w. = 31.41 rad/s

Oscillator threshold Yth = 1.5

Table 3. Parameters of the Study Test Microgrid.

Despite the capability of the distributed secondary control technique to restore the terminal voltage magnitude
and frequency of microgrid sources to their nominal values, the lack of complete information in distributed
communication structures increases the vulnerability of the microgrid to cyber attacks such as FDI and DoS
attacks.

Oscillator-based cyberattack detection and mitigation
Cyberattacks on secondary control
Due to the heavy reliance of the distributed secondary control structure on information exchange between DGs,
cyberattacks can significantly impact the stability of AC microgrids. The severity and extent of this impact depend
on the type and scale of cyberattacks, which can range from minor adjustments in system settings to widespread
disruptions in the overall operation of the microgrid. This section examines and models two common types of
cyber attacks: FDI attacks, which involve injecting incorrect data into communication links between agents, and
DosS attacks, which prevent an agent from receiving information from its neighboring agent.

To analyze the effects of both types of cyberattacks on the communication links between neighboring agents
in the communication graph, attacks can be modeled as follows:
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Figure 5. Performance of microgrid control in the absence of a cyberattack. (a) Frequency, (b) Real power, (c)
Oscillator output and (d) 3D oscillator response.

(/.1;itt = ajw;lom + (1 — ajF(gj,t)) (11)

This equation simulates the impact of cyber attacks on key system parameters such as frequency, power, and
communications, providing a foundation for designing countermeasures. w?*® represents the compromised
frequency data, w;°™ is the nominal frequency in the absence of an attack, and the coefficient c;, which varies
between 0 and 1, indicates the extent to which the signal is affected by the attack. The function F'(£;,t) models
the changes caused by the attack, which can include random noise, false data, or any other frequency alteration.
The presence or absence of different types of cyber attacks in the microgrid is defined in Table 2.

Ifa; = 1), the system operates normally with no attack. A value of ; = Oalongwith F'(§;,t) = 0) indicatesa
DoS attack, which disrupts communication. In an FDI attack, 0 < a; < 1,and false data F'(§;,t) # O isinjected
into the system. In the combined FDI & DoS attack, a; = 0 and F'(§;,¢) # 0, meaning that communication is
disrupted while simultaneously injecting false data.

By replacing the compromised frequency data of source j, w§**, into (10), this equation can be rewritten as

woi = / < - cm‘( Z aij(wi — wi™) + gi(w: — wref)) — Cpi Z aij(mpi Py — mijj)) dt. (12

JEN; JEN;

The error between ith inverter frequency and the nominal frequency is denoted as Aw; = w?** — W™, The
frequencydynamicsunderattackcanbeexpressedasA(t) = —ak(L + G)Aw(t) + BF (§,t),whereak(L + Q)
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Figure 6. Performance of microgrid control equipped with the proposed approach under an FDI attack. (a)
Frequency, (b) Real power, (c) Oscillator output and (d) 3D oscillator response.

represents the characteristics of the communication network links. A higher value of this term indicates an
increased rate of information exchange between inverters in the microgrid. The matrix L acts as the Laplacian
of the communication network, while G represents the secondary control layer. The convergence gain of
the secondary control is determined by k, which directly affects the frequency synchronization speed of the
microgrid.

Since ak(L + G) is a negative and invertible term, in normal conditions without an attack, Aw; gradually
decreases and converges to zero. However, in the presence of a cyberattack, Aw; converges to a nonzero value,
leading to a disturbance in frequency synchronization across the microgrid. Given the direct relationship between
frequency and real power, this disturbance disrupts the proportional real power sharing in the microgrid and
ultimately affects system stability.

Basic principle
Nonlinear dynamic systems exhibit three stability conditions: (i) stable, (ii) oscillatory, and (iii) chaotic. As a
nonlinear dynamic system, islanded microgrids are highly vulnerable to cyberattacks due to their heavy reliance
on information exchange through communication networks for generation-load coordination and frequency
regulation. Some cyberattacks, such as FDI and DoS attacks, are designed to remain undetectable in their early
stages, gradually altering measured values. Although these changes may initially appear insignificant, they can
lead to long-term frequency deviations and improper power sharing within the microgrid.

To address this issue, this paper proposes the use of an oscillator that is sensitive to minor frequency
variations and can detect and mitigate cyberattacks before they cause severe instability in the network. The
standard dynamic equation of the oscillator is expressed as °!
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Figure 7. Performance of microgrid control equipped with the proposed approach under a DoS attack. (a)
Frequency, (b) Real power, (c) Oscillator output and (d) 3D oscillator response.

i+ ry + sy = cos(wt) + BD(t), (13)

where r and s are the equation coeflicients, w represents the angular frequency of excitation, D(f) denotes
the disturbance caused by cyberattacks, and [ determines the impact of these attacks on the system. In this
technique, under normal conditions where no frequency deviations occur in the network, the oscillator’s input
remains constant, and its response stays within a predefined range as

At czexzt, (14)

y(t) = cie
where A1 and A2 are the system’s eigenvalues (Fig. 2a).
When a cyberattack begins, the network frequency undergoes slight and gradual variations. This change
causes the oscillator to slowly deviate from its stable state and move toward instability. The oscillator’s response
in this case is given by

y(t) = " sin(wt), (15)

where « represents the degree of variation in the network, which, if it increases gradually, indicates the
occurrence of a cyberattack. In this state, the system continues to oscillate, but its amplitude gradually increases
(Fig. 2b). However, if the variation exceeds a certain threshold, the network experiences severe instability, and
the oscillator’s state variable diverges toward an unbounded value, as expressed in (16). This condition signifies
the onset of chaos in the system, necessitating an immediate response (Fig. 2c).
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Figure 8. Performance of microgrid control equipped with the proposed approach under simultaneous FDI
and DosS attacks. (a) Frequency and (b) Real power.
5
60 6 x10
55+ ) 1 5 ]
b . 4+t
5507------*\......: he'rrn e n \;/
9 ' g 3
c 45+ i ] 2
g a
=} 2+
g ©
o 40 o}
e A0 | ] o
Ipci 1l
O .
357 Jpas Femee | 0P >
fpca
30 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
0 0.5 1 1.5 2 2.5 3 3.5 4 0 0.5 1 1.5 2 2.5 3 3.5 4
Time (s) Time (s)
(a) (b)

Figure 9. Performance of microgrid control equipped with the proposed approach under an FDI attack and
communication delay. (a) Frequency and (b) Real power.

lim y(t) = co. (16)

t—o0

Proposed approach

To detect an attack, the oscillator’s output is monitored. If the output remains within the standard range, the
network is in a normal state. However, if the output exceeds a predefined threshold y1, an attack is detected, as
expressed in (17), and necessary actions must be taken to mitigate its impact.

D— 0, ify < ywm — Normal operation , (17)
— 11, ify>wym — Attack detected .

At this stage, the status of communication links is analyzed, and those experiencing the most significant changes
are identified as compromised links. Links with severely altered data are excluded from the data transmission
process, and healthier communication paths are selected and reinforced. After identifying the compromised
links, as shown in Fig. 3, the weighting coefficient a;; in the healthy links is adjusted in (12) to reconfigure the
frequency across different network points, effectively mitigating the impact of the attack. By selecting more
stable links, the system can restore its nominal frequency and prevent instability. This process is continuously
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Figure 11. Performance of microgrid control equipped with the proposed approach under a Dos attack and
change of R/X ratio. (a) Frequency and (b) Real power.

performed, with the network status being monitored based on the oscillator’s output at all times. If a new attack
occurs, the system can respond quickly and effectively. The key advantage of this approach is its independence
from the type of attack and the topology of the microgrid. Algorithm 1 presents the execution procedure of the
proposed approach.
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Input: Adjacent unit frequency data w"

Output: Updated communication weights a;;

Determine local frequency using conventional droop control (Equations (1) and (2));
Receive frequency input w" from neighboring DG units;

Compute anomaly index y;

if y < y;, then
No anomaly detected;
Seta;; « 1 for all adjacent units;

else

end

Cyberattack detected;
Recalculate a;; using Equation (13);

Update communication weights a;; in the distributed secondary control (Equation 12);

Repeat the process continuously in real-time;

Algorithm 1. Execution Procedure of the Proposed Cyber-Resilient Mechanism

Performance assessment

In this section, the effectiveness of the proposed approach is evaluated on a three-phase islanded microgrid
shown in Fig. 4 by conducting multiple simulation scenarios in the MATLAB/Simulink environment. The
test system comprises four DG units and two loads, interconnected via bidirectional communication links to
facilitate information exchange. The nominal operating frequency and voltage of the microgrid are 50 Hz and
400 V, respectively. The detailed parameters of the test system and controllers are provided in Table 3. The
detection logic triggers an attack alarm when the oscillator output exceeds a threshold value ;. In this work, the
threshold is set to 1.5, determined through extensive simulation studies encompassing both normal operation
and various FDI and DoS attack scenarios. The selected value effectively avoids false alarms while ensuring
timely detection of cyberattacks.

Scenario 1: controller performance under normal operation

In this section, the performance of the study microgrid under normal operating conditions, without cyberattacks,
is analyzed. Fig. 5 shows the performance of the microgrid control system including frequency and output power
as well as oscillator output. For ¢ < 1 s, the primary control (droop control) effectively regulates power sharing
and mitigates frequency oscillations. However, secondary control is essential to eliminate steady-state errors. At
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Figure 13. Performance of microgrid control equipped with the proposed approach in the study networked
microgrid. (a) Frequency response under FDI attack, (b) Real power response under FDI attack, (c) Frequency
response under DoS attack, and (d) Real power response under DoS§ attack.
t = 1 s, the activation of secondary control leads to a more balanced power distribution among DG units and
restores the system frequency to its nominal value of 50 Hz. These results highlight the critical role of integrating
both primary and secondary control mechanisms in enhancing microgrid performance and stability. The
motion trajectories follow a consistent and repetitive pattern, reflecting system stability and proper operation.
No disturbances, abnormal oscillations, or sudden changes are observed in these plots, confirming the absence
of faults or disruptions in system performance during this period.
Scenario 2: controller performance under FDI attack
In this scenario, the communication link between nodes 2 and 3 is subjected to an FDI attack with a frequency of
4905 Hz. This attack disrupts frequency stability and coordination among DG units. The variations in frequency
and real power of the DG units and oscillator response are shown in Fig. 6. For t < 1 s, the system operates
under droop control, where real power and frequency exhibit initial oscillations before gradually stabilizing. At
t = 1s,secondary control is activated, compensating for frequency deviations and restoring the frequency closer
to 50 Hz while stabilizing real power. Also, the oscillator functions normally in an oscillatory state. However, at
t = 2, the FDI attack induces sudden fluctuations in real power and causes the frequency to drop below 49.8 Hz.
Also, the oscillator exceeds its threshold value, leading to increased oscillation amplitude and transitioning into
a chaotic state. At ¢t = 3 s, the proposed approach is activated, effectively mitigating oscillations and gradually
restoring system stability.
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Figure 14. Study looped-type microgrid.

Scenario 3: controller performance under DoS attack

In this scenario, a DoS attack disrupts the communication link between nodes 2 and 3. The impact of this attack
on the frequency and real power of the DG units is shown in Fig. 7, highlighting the effectiveness of the proposed
approach in counteracting its effects. During the time interval 0 < ¢ < 2's, both primary and secondary control
techniques are in operation, maintaining the system’s stability and keeping the frequency at its nominal value
of 50 Hz. The system operates in a stable and fault-free condition, with the oscillator maintaining its regular
oscillatory behavior. However, at ¢ = 2 s, the occurrence of the DoS attack leads to a sharp frequency drop
and significant oscillations in output real power, causing system instability. The system surpasses its threshold,
resulting in sudden oscillations and significant disturbances in the oscillator graph. These fluctuations indicate
the impact of the DoS attack on the system, causing instability and shifting its behavior from a controlled
oscillatory state to a chaotic condition. Subsequently, at ¢ = 3 s, the proposed approach is activated, gradually
restoring frequency and power balance, thereby re-establishing system stability.

Scenario 4: controller performance under simultaneous FDI and DoS attacks

This section analyzes the simultaneous impact of an FDI attack onlink 1-2 and a DoS attack on link 3-1, evaluating
their effects on the microgrid’s frequency and power stability. Additionally, the effectiveness of the proposed
approach in enhancing system stability and mitigating the consequences of these cyberattacks is assessed. The
results of this scenario are presented in Fig. 8. The system initially maintains its nominal frequency of 50 Hz.
However, at t = 2 s, the occurrence of these attacks causes a severe frequency drop below 25 Hz, leading to
microgrid instability. The FDI attack disrupts power regulation by injecting false data, thereby affecting the
control system’s performance, while the DoS attack severely degrades or nearly disables the communication
link, disrupting coordination between control components. Despite these challenges, the proposed approach
effectively enhances the system’s response time and compensates for communication disturbances, successfully
reducing frequency oscillations and restoring power stability. These findings highlight that cyberattacks pose a
significant threat to microgrids. However, implementing the proposed approach can mitigate their impact and
ensure system stability.

Scenario 5: controller performance under FDI attack in the presence of communication delay
In this scenario, the variations in frequency and output power under the influence of an FDI attack on link
1-2 and communication delays on links 2-3 and 3-2 are shown in Fig. 9. During the time interval 0 < ¢t < 2's,
both primary and secondary control mechanisms are active, ensuring precise regulation of frequency and
output power within the nominal range and maintaining system stability. However, at t = 2 s, the simultaneous
occurrence of an FDI attack on link 1-2 and severe disruptions on links 2-3 and 3-2 leads to the transmission
of incorrect data, power imbalance, a significant frequency drop, and extensive power oscillations. At ¢ = 3 s,
the proposed approach is activated, effectively restoring frequency and output power to their nominal values.
Ultimately, the system achieves a new equilibrium through the implementation of multi-layer controls.
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Figure 15. Performance of microgrid control equipped with the proposed approach in the study looped-type
microgrid. (a) Frequency response under FDI attack, (b) Real power response under FDI attack, (c) Frequency
response under DoS attack, and (d) Real power response under DoS§ attack.

Scenario 6: controller performance under FDI attack in the case of changing R/X Ratio

In this scenario, the resistances of microgrid lines are multiplied by 0.3 to change R/X ratio of the network
lines, and the impact of an FDI attack on link 1-2 is analyzed in terms of system stability. The corresponding
results, depicting frequency and output power variations, are presented in Fig. 10. Initially, droop control
gradually reduces frequency and power oscillations, maintaining a relative system balance. With the activation
of secondary control, the frequency stabilizes, and power fluctuations diminish. However, at ¢ = 2 s, the FDI
attack induces a sharp frequency drop and significant power oscillations. The proposed approach, by intervening
rapidly at ¢t = 3 s, successfully restores the frequency to its nominal value and stabilizes the generated power.
These results highlight the effectiveness of the proposed approach in preserving network stability and mitigating
the impact of cyberattacks.

Scenario 7: controller performance under DoS attack in the case of changing R/X Ratio

In the proposed framework, the impact of a DoS attack on link 1-2 is analyzed, considering a R/X ratio change
by multiplying the line resistances by 0.3. The results illustrating frequency and output power variations are
presented in Fig. 11. The primary and secondary control mechanisms initially maintain power balance and
system stability. However, when the attack occurs at t = 2 s, the system experiences severe frequency fluctuations
and output power instability. Upon applying the proposed approach at ¢t = 3 s, oscillations are mitigated, and the
system returns to its nominal state. These findings confirm that the proposed approach effectively mitigates the
impact of cyberattacks and optimizes system performance.
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Figure 16. Study bus-type microgrid.

Scenario 8: Controller performance under cyberattacks in networked microgrids

To evaluate the proposed approach across different topologies, three single-phase microgrids have been
analyzed to assess the independence of the proposed approach from network topology. The first study system is
a networked microgrid, consisting of DG units and loads that can be connected to various nodes. The resistive
nature of the feeder lines in this microgrid increases the coupling between real and reactive power, leading to
reduced system stability. The second microgrid features a looped topology, which is suitable for systems with
short transmission lines. In this configuration, the electrical distance of each inverter from the reference bus
varies. The third microgrid adopts a common-bus structure, where three parallel inverters are connected to a
central bus. This topology has been selected for its simplicity and high controllability.

In this section, the networked topology, shown in Fig. 12, is analyzed. In this configuration, each DG unit
transfers power to connected loads via feeders. A key characteristic of this topology is the clearly defined power
supply path for each load, which simplifies network management and control. The presence of multiple DG units
enhances reliability, while the multiple feeders contribute to a more balanced load distribution and reduced
energy losses across the network. Fig. 13 shows the variations in network frequency and power in response
to FDI and DoS cyberattacks targeting link 2-1. The results indicate that under normal operating conditions,
the primary and secondary control mechanisms effectively regulate network performance. However, upon the
occurrence of a cyberattack, system instability emerges. By implementing the proposed approach, oscillations
are mitigated, and both frequency and power are restored to their standard operating range.

Scenario 9: controller performance under cyberattacks in looped-type microgrids

The looped-type topology in microgrids enhances network flexibility, stability, and reliability by establishing
bidirectional connections between DG units. In this configuration, the last DG unit is connected to the first one,
forming a closed-loop structure. This design facilitates better load distribution and ensures more stable network
performance under various operating conditions. The schematic representation of this topology is shown in
Fig. 14. Fig. 15 presents the frequency and power variations in the looped-type microgrid when subjected to
FDI and DoS cyberattacks on link 2-3. The results indicate that the system remains stable initially, with primary
and secondary control mechanisms effectively maintaining frequency and power balance. However, FDI and
DoS cyberattacks introduce severe oscillations and instability. By implementing the proposed approach, system
equilibrium is restored, frequency and power return to nominal values, and the adverse effects of the attacks are
mitigated, ensuring network stability.

Scenario 10: controller performance under cyberattacks in bus-type microgrids

The bus-type topology is shown in Fig. 16. In this structure, all generation sources and local loads are connected
to a central bus. Due to its simplicity, reduced control complexity, and ease of energy management, this topology
is extensively utilized in microgrids. The DG units inject their power into the common bus, while the connected
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Figure 17. Performance of microgrid control equipped with the proposed approach in the study bus-type
microgrid. (a) Frequency response under FDI attack, (b) Real power response under FDI attack, (c) Frequency
response under DoS attack, and (d) Real power response under DoS§ attack.

loads draw the required energy. Fig. 17 shows the impact of FDI and DoS cyberattacks on the frequency and
power of a four-bus network with three DG units. This analysis evaluates system performance under cyberattacks
and the implementation of the proposed approach. The network maintains frequency stability and ensures
proper power sharing through primary and secondary control mechanisms. In response to FDI and DoS attacks,
which disrupt system stability, the proposed approach effectively enhances network performance and mitigates
oscillations, preventing instability.

Limitations and future work
While the proposed oscillator-based detection and mitigation approach demonstrates strong performance
against a range of cyber threats in islanded AC microgrids, a few limitations should be acknowledged:

o Dependency on System Modeling As a model-based technique, the approach relies on accurate estimation of
system parameters. Inaccuracies due to measurement noise, component aging, or dynamic changes in the
system configuration may affect detection reliability.

o Communication Delay Sensitivity Although the proposed detection mechanism itself does not introduce in-
trinsic delay, communication latency in the cyber layer can impact the responsiveness of control decisions.
Scenario 5 explores the effect of communication delay on the control strategy’s performance.

o Model Update Complexity Adapting the model to reflect system evolution (e.g., load variation, topology
changes) may require significant computational resources, which could affect real-time performance in large-
scale deployments.
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o Scalability and Resource Constraints The decentralized nature of the approach enhances resilience, but prac-
tical implementation in microgrids with constrained hardware (e.g., limited memory or processing power in
IEDs) may require optimization.

o Multi-vector Attack Coordination While Scenario 4 validates the system’s capability to detect and respond to
simultaneous FDI and DoS attacks, further evaluation under more complex, coordinated multi-vector sce-
narios would be beneficial.

« Future Work Future efforts may aim to hybridize the proposed model-based approach with lightweight da-
ta-driven techniques, thereby improving resilience under parameter uncertainty. Moreover, adaptive thresh-
olding strategies can be developed to extend the applicability of the approach across diverse microgrid topol-
ogies and operational conditions.

Conclusion

This paper investigates the effect of cyberattacks on the secondary control level of islanded AC microgrids and
proposes a cyber-resilient approach to mitigate their effects. The proposed approach is specifically designed
to detect and counteract FDI and DoS attacks targeting critical communication links within the microgrid.
The approach is based on an oscillator-based secondary control mechanism, which provides a dynamic and
adaptive response to system disturbances caused by cyberattacks. Through extensive simulations conducted on
a benchmark microgrid under various attack scenarios, the paper highlights the vulnerabilities of microgrids
to such cyber threats. The simulations cover different system setups, including networked, looped-type,
and bus-type topologies, to ensure the robustness and adaptability of the proposed approach under diverse
operating conditions. The quantitative results show that when FDI and DoS attacks are present, the system
experiences substantial frequency deviations and power oscillations, leading to network instability. Without the
implementation of the proposed approach, the frequency drops below 49.8 Hz during FDI attacks and below
25 Hz when both FDI and DoS attacks occur simultaneously, severely impacting the microgrid’s performance.
However, when the cyber-resilient approach is applied, the system successfully restores the frequency to its
nominal value of 50 Hz and stabilizes the power flow within approximately one second after activation. This
study demonstrates that the integration of cyber-resilient control can significantly enhance the robustness and
stability of microgrids against cyberattacks, providing a reliable solution for securing critical infrastructure in
modern power systems.

Data Availability Statement
The datasets generated during and/or analyzed during the current study are available from the corresponding
author on reasonable request.
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