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ABSTRACT

Ensuring the cybersecurity of secondary control in AC microgrids is crucial for maintaining system stability and operational
resilience. Cyberattacks targeting the communication links of secondary controllers can lead to severe disruptions in frequency
regulation, voltage control and power sharing mechanisms. This paper proposes a cybersecurity-resilient control strategy based
on the short-time correlation transform (STCT) to enhance the robustness of distributed secondary control against cyber threats.
The proposed strategy leverages the magnification properties of STCT to accurately identify compromised communication links,
isolate them from the control network and reinforce the integrity of unaffected links for reliable data transmission. The STCT-
based strategy is independent of attack type and location, making it highly adaptable to dynamic microgrid environments. The
effectiveness of the proposed strategy is validated through extensive simulations on multiple microgrid topologies under various
attack scenarios. Results demonstrate that the approach successfully mitigates cyberattacks, preserves system stability and restores
microgrid frequency to its reference value with minimal delay. Furthermore, due to its lightweight computational requirements
and compatibility with practical control implementations, the proposed strategy is well-suited for real-time applications. This
study provides a significant advancement in microgrid cybersecurity by introducing a highly efficient, scalable and attack-agnostic
protection mechanism for distributed secondary control.

1 | Introduction turbines and microturbines. Under normal operating conditions,
consumers can sell excess electricity generated by DG units to
1.1 | Background and Challenges distribution companies, whereas during grid outages, they rely

on locally generated energy for their own needs—commonly

With the evolving dynamics of the global electricity market,
ensuring the reliability, economic efficiency, resilience and sus-
tainability of power distribution networks has become a critical
priority for many nations. A pivotal strategy in achieving these
objectives is the integration of distributed generation (DG)
units into distribution systems. DG units encompass a variety
of technologies, such as fuel cells, photovoltaic panels, wind

referred to as islanding. The interconnection of DG units within
a localized area, such as a neighbourhood, industrial park, or
urban district, leads to the formation of microgrids, which play
a vital role in modern energy systems. The increasing adoption
of renewable energy sources has amplified the prominence of
inverter-based microgrids. As microgrids incorporate renewable
energy sources, power converters, energy storage devices, cyber
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components and advanced communication networks, they are
increasingly recognized as fundamental building blocks of smart
grids [1, 2]. A hierarchical control framework is utilized to
maintain the stability and reliability of microgrids, whether
operating in grid-connected mode or in islanded conditions [3].
At the primary control level, local controllers regulate the real
and reactive power of nearby DG units without inter-device
coordination. In contrast, the secondary control level employs
communication links to facilitate coordination among DGs,
ensuring voltage magnitude and frequency regulation at nominal
values while achieving proportional power sharing.

Based on their control and communication architectures, micro-
grids can be classified as either centralized or distributed [4, 5]. In
centralized microgrids, a single controller aggregates system mea-
surements and dispatches operational set points to DG units via a
centralized energy management system. Although this approach
offers optimized decision-making, it is highly susceptible to single
points of failure, requiring high-bandwidth communication links
and powerful computational resources [2, 6, 7]. Conversely,
distributed control methodologies achieve operational objectives
through peer-to-peer information exchange among neighbouring
DGs, enhancing system flexibility and reliability [8-11]. Despite
these advantages, distributed secondary control remains vulner-
able to cyberattacks due to its extensive reliance on real-time
data exchange [12-17]. If these vulnerabilities are not effectively
addressed, they can pose severe threats to the stable operation
of microgrids [18, 19]. Among the most prominent cyberattacks
targeting microgrids are false data injection (FDI) [20] and denial
of service (DoS) attacks [21]. These attacks, whether individually
executed or in combination, can manipulate control signals,
disrupt power generation, alter nominal voltage and frequency
and even trigger protective relay operations—potentially leading
to widespread outages. The 2015 cyberattack on Ukraine’s power
grid, orchestrated via spear-phishing campaigns and remote
control of circuit breakers, led to a large-scale blackout affecting
over 225,000 consumers. Between 2020 and 2022, cyberattacks
on the power sector doubled, posing an increasing threat to
energy infrastructure. In 2022, Europe suffered 48 successful
cyber intrusions, underscoring the vulnerability of critical power
systems [22]. Consequently, cybersecurity has become an essen-
tial cornerstone in ensuring the resilience and security of modern
energy networks.

1.2 | Literature Review

Several studies have proposed different solutions to enhance
cyber resilience in microgrids. Ref. [23] introduces a robust
cooperative output regulation strategy for multi-agent systems
(MAS:s), designed to withstand DoS attacks and unknown distur-
bances in exosystem dynamics. In [24], a robust event-triggered
control strategy is introduced for DC microgrids, improving
stability and system recoverability against disturbances. Ref. [25]
proposes aresilient distributed control strategy to protect islanded
microgrids against cyberattacks while maintaining system stabil-
ity and security. Ref. [26] develops a resilient cooperative control
strategy for DGs in distribution networks. Ref. [27] examines
cyber-physical security challenges in smart grid infrastructures
and presents protective solutions.

Previous strategies for preventing and mitigating the impact of
cyberattacks on microgrids can be classified into four categories
as follows [23, 28].

i. Prevention: This strategy focuses on blocking cyberattacks
from targeting the microgrid [24]. However, in practice,
developing a universal structure capable of preventing all
cyberattacks is nearly impossible, and such a system entails
significant implementation and maintenance costs.

ii. Flexibility: This strategy enables the microgrid to toler-
ate cyberattacks while maintaining normal operation [25].
Upon detecting an attack, communication link damages
are categorized, and information transmission is rerouted
through the least compromised channels to ensure stable
system performance.

iii. Attack detection and isolation: This strategy involves
identifying the target of the attack, isolating the affected
subsystem and efficiently restoring the system’s normal
behaviour [26, 28]. Controllers equipped with detection
mechanisms can recognize and disconnect infected com-
munication links upon an attack. However, well-designed
attacks often evade detection, posing a significant chal-
lenge [24].

iv. Containment: This strategy isolates compromised units
from the system while enhancing the system’s reactive
flexibility. It employs a high-precision stimulus to determine
the defence mechanism and reconstructs corrupted data
through a secure communication channel. However, this
strategy fails when all communication channels are under
attack [24, 25].

Based on the discussed methodologies, previous research faces
several limitations. Utilizing attack detectors introduces delays in
control response, thereby slowing down controllers in suppress-
ing attack vectors. Additionally, research on combined cyberat-
tacks, particularly simultaneous DoS and FDI attacks, remains
insufficient, leaving gaps in understanding their compounded
effects on microgrid stability. Another significant challenge is
that blocking attack channels disrupts system convergence,
potentially leading to instability and degraded performance.
Furthermore, the flexibility-based approach, while effective in
mitigating cyber threats, imposes restrictions on certain compro-
mised units, preventing them from functioning within the system
and limiting overall operational resilience. These challenges
highlight the need for a more adaptive and efficient cybersecurity
strategy to ensure the robust protection of microgrid secondary
control systems.

Several recent studies have further advanced cyber-resilient
control strategies in AC microgrids and smart power systems.
Distributed cooperative control has been widely adopted as a
secondary control approach for frequency synchronization and
voltage restoration due to its flexibility, scalability and compu-
tational efficiency. However, such systems remain vulnerable
to cyberattacks, particularly FDI attacks. To address this, Chen
et al. [29] propose a hidden-layer-based FDI-resilient distributed
cooperative control algorithm for islanded microgrids. Similarly,
the critical role of smart inverters in renewable-rich power
systems has been highlighted, alongside their vulnerability to
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TABLE 1 | Comparison of the proposed cybersecurity strategy with some existing approaches.

Attack Network

Reference  type type Strategy

Advantages Disadvantages

[18] DoS, FDI AC Distributed robust control
[19] FDI AC Communication filtering
[23] DoS AC Real-time network
monitoring
[24] FDI DC Event-driven control
[25] FDI AC Signal analysis and deep
learning
[26] DoS AC Advanced data filtering
[27] DoS,FDI AC/DC  Combining identification
models
[34] DoS AC Compensating for delays
caused by DosS attacks
using local dynamics
[35] FDI AC &  Vulnerability analysis and
HVDC impact of FDI attacks
Proposed  DosS, FDI AC Cyberattack detection,

frequency restoration and
proportional power
sharing using STCT

strategy

High detection accuracy

Optimized performance

Detecting and mitigating
the effects of cyberattacks possibility of errors in detection under

Improved reliability Implementation complexity

Reduced attack impact Response latency

Response latency

Reduced attack impact  Dependence on operational conditions

High accuracy Requires extensive training data

High processing cost

Reduced attack impact ~ Requires high computational resources

Reduced attack impact Implementation complexity

Implementation complexity and

noisy conditions

Ineffective when the communication
network remains disconnected for an
extended period

Rapid attack detection
independent of the
topology, type, severity

and location of the attack

cyber threats due to extensive information and communication
technology (ICT) infrastructure; comprehensive reviews on this
topic are provided in [30]. In demand response (DR) systems,
deep cyber-physical coupling enhances performance but intro-
duces risks of deception cyber-attacks, which may compromise
power system stability. Yang et al. [31] develop a secure distributed
control framework to mitigate deception cyber-attacks with arbi-
trary attack patterns. Event-triggered resilient strategies have also
been explored; for example, Zhang et al. [32] propose an event-
trigger-based resilient distributed energy management approach
incorporating attack identification and compensation mecha-
nisms to counter FDI and DoS attacks. Finally, distributed load
frequency control (LFC) systems in microgrids are particularly
sensitive to unobservable FDI attacks, and detection and defence
methods have been presented to ensure frequency stability under
such threats [33].

1.3 | Aims and Contributions

This paper aims to propose a flexible control strategy for
AC microgrids that enhances resilience against cyberattacks.
The approach is based on the short-time correlation transform
(STCT), which, due to its magnification properties, effectively
identifies compromised communication links, removes them
from the network and strengthens the remaining secure links for
reliable data transmission. Notably, this strategy is independent of
the attack type and location, making it a robust solution for a wide
range of cyber threats. The proposed strategy has been extensively
tested on multiple common microgrid topologies under various
attack scenarios, demonstrating its capability to mitigate attacks
and restore microgrid frequency to its reference value. STCT is

computationally efficient, requiring minimal calculations and no
complex operators, making it highly suitable for real-time imple-
mentation in practical systems. Table 1 compares the proposed
strategy with some existing cyberattack mitigation strategies.

1.4 | Paper Organization

The remainder of this paper is organized as follows. Section 2
provides an overview of distributed secondary control in AC
microgrids, explaining its role in frequency and voltage restora-
tion as well as power sharing. In Section 3, various cybersecurity
threats targeting the secondary control layer are discussed. The
proposed cybersecurity-resilient control strategy based on STCT
is introduced in Section 4, detailing its mechanism for detecting
and mitigating cyberattacks in microgrid communication links.
Section 5 presents simulation results to validate the effectiveness
of the proposed strategy under different attack scenarios and
microgrid topologies. Finally, Section 6 concludes the paper.

2 | Distributed Secondary Control

The droop control technique is the most widely adopted primary
control strategy for DG units in a microgrid. Its core principle is to
facilitate proportional power sharing among DG units [36]. In this
approach, local controllers are positioned near DG units to adjust
the output voltage magnitude and frequency, ensuring stable
real and reactive power distribution among parallel-operated DG
units. The control structure comprises three consecutive loops:
power, voltage and current control loops.
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FIGURE 1 | Microgrid primary control level equipped with the droop
technique.

The power controller operates based on droop coefficients. If
the impedance of the microgrid is predominantly inductive, the
general form of the droop control equations is given as

w=w, —myP, 1)

E= En - an’ (2)

where w and E denote the reference frequency and voltage
amplitude, respectively, while w, and E, represent their no-load
values, calculated by the secondary control level. The variables
P and Q correspond to the measured real and reactive power
of the DG unit and the coefficients m, and n, define the
droop characteristics for real and reactive power, respectively.

-1 19pa9]

JREENREY .- 5 LR
Feeder 4-1

The output frequency and voltage magnitude are adjusted in
response to variations in real and reactive power, respectively,
ensuring proportional power sharing among DG units within
the microgrid. Figure 1 shows the control loops of a DG unit
implementing droop control, comprising power, voltage and
current controllers.

The application of droop control in DG units often leads to
frequency deviations in the microgrid from its nominal value.
To address this issue, a distributed secondary control layer is
incorporated within the hierarchical control structure of islanded
microgrids [28]. This secondary control mechanism adjusts the
reference values in the primary control level to synchronize
the frequency of DG units with the predefined nominal value.
Figure 2 shows the fundamental operation of distributed sec-
ondary control in a sample microgrid consisting of four DG units.
All DG units are interconnected through communication links,
forming a directed graph, with at least one unit connected to
the predefined reference value [6]. The communication topology
between DG units depends on various factors, including the
number of sources, their physical locations and associated costs,
and can be either unidirectional or bidirectional. The main
purpose of the secondary control layer is to correct frequency
deviations, ensuring that w — w,¢. To achieve this, an auxiliary
control function u,, is integrated into the secondary control layer,
with its input for ith DG units derived from the derivative of
Equation (2) as

W; = Wy — mpiPi = Uy (3)

The appropriate set point for the primary control level, w,;, is
determined as

Wy = /(uwi + mpipi)dt- @

¥-¢ J9pPd]

FIGURE 2 | Microgrid distributed secondary control level. DSC: distributed secondary control; LC: local controller.
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The conventional secondary frequency control strategy relies
on information exchange among neighbouring DG units and a
reference node, following a predefined communication graph.
The control update rule is expressed as [6]

N
Uy = kwi(Z a;j(@; — ;) + gi(@per — wi))a )
=1

where N denotes the total number of DG units in the microgrid.
The adjacency matrix element q;; is extracted from the commu-
nication graph, taking the value of zero if no link exists between
DG units i and j, and a;; > 0 if unit j receives information from
unit i. The parameter g; is set to one for the unit connected
to the reference frequency and zero for all others. Additionally,
w,.s Tepresents the system’s reference frequency, while k; is the
control gain, determined based on system conditions.

Although Equation (5) enables frequency synchronization among
DG units, this paper demonstrates that conventional distributed
secondary control remains vulnerable to cyberattacks, particu-
larly FDI and DoS attacks. Therefore, developing a robust control
strategy to ensure reliable microgrid operation, regardless of
network topology and attack type, is crucial.

3 | Cybersecurity Threats in Secondary Control of
Microgrids

Although secondary control successfully restores the voltage
magnitude and frequency of a microgrid to their reference values
through a distributed communication network, the reliance on
data transmission channels makes it vulnerable to various cyber-
attacks. These attacks, orchestrated by hackers, can destabilize
the microgrid, necessitating robust countermeasures to ensure
its resilience.

3.1 | Denial-of-Service Attack

DoS attacks, also known as service disruption attacks, flood
the communication link with excessive data traffic, ultimately
severing the data exchange between the sender and receiver
units. This attack prevents the transmission of critical control
signals within the system. In the context of a microgrid, such
an attack results in the loss of connectivity between DG units,
leading to fluctuations in output voltage magnitude, frequency
instability and an imbalance in real power sharing among DG
units. Consequently, the microgrid becomes unstable and may
collapse. Figure 3 shows an example of a DoS attack disrupting the
communication link between DG1 and DG2, effectively cutting
off their data exchange.

3.2 | False Data Injection Attack

FD], or false data injection attacks, are cyber threats designed to
manipulate transmitted data rather than block communication.
Hackers deploy phishing techniques, Trojan malware and other
intrusion methods to access and alter data between the sender
and receiver before forwarding the falsified information to the

}éf DoS Attack

FIGURE 3 | A DoS attack on Line 1-2.

FDI Attack

‘
0 &4

FIGURE 4 | AnFDI attack on Line 1-4.

recipient. FDI is one of the most prevalent and disruptive cyberat-
tacks in distributed control systems. By injecting erroneous data,
it corrupts genuine control signals, thereby compromising system
performance [26]. In microgrids, FDI leads to incorrect voltage
magnitude and frequency data at the receiving DG unit. This
results in an unbalanced real power distribution, causing exces-
sive loading on certain DG units. As a result, protective relays
may disconnect overloaded units, destabilizing and potentially
leading to the failure of the entire microgrid. Figure 4 shows
an FDI attack scenario where manipulated data is injected into
the communication link between DG1 and DG4 while the data
transmission remains active.

3.3 | Cyberattack Modeling

The distributed secondary control level heavily relies on fre-
quency and power exchange among participating DG units. This
dependency makes the system highly susceptible to cyberattacks.
To enhance the resilience of control systems against such attacks,
two primary strategies are commonly employed: (i) encrypt-
ing data transmitted over communication links [27] and (ii)
implementing techniques to mitigate or eliminate the impact
of cyberattacks.

To analyse their impact, first, two common types of cyberattacks
are modelled and their effects on nominal frequency and power
sharing within the microgrid are evaluated. Cyberattacks affect-
ing frequency transmission between neighbouring DG units can
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TABLE 2 | Identification of DoS and FDI attacks.

Attack type Value of £,
Normal 0
DoS 1
FDI —0.1<&,; <+0.1,&,;#0
be modelled as
wcaj =wj(1—§aj), (6)

where w,,; represents the compromised frequency information
received by the neighbouring DG unit due to a cyberattack, w;
is the actual frequency of the jth neighbouring DG unit, and §,;
denotes the type and magnitude of the attack. The values of £,;
for different attack scenarios are provided in Table 2.

If £,; = 0, no cyberattack has affected the communication link
of the jth neighbouring DG unit. A value of £,; =1 indicates
a DoS attack, which disrupts the communication link entirely.
Unlike DoS attacks, FDI attacks are premeditated and strategi-
cally designed rather than occurring randomly [23]. To evade
detection, FDI attacks maintain a controlled deviation within a
limited range.

Considering the presence of cyberattacks, Equation (5) can be
reformulated as

j=1

Uy = ki <Z ;j(@eqj — @) + gi(rer — wi)>' @)

4 | Proposed Methodology

In this section, a cyberattack detection and mitigation technique
based on the STCT is proposed. This approach enables the
suppression of cyberattacks without requiring prior knowledge
of the attack’s location, type or severity. The approach effectively
restores the secondary control of the microgrid, ensuring its
stable operation. A key advantage of STCT is its ability to
amplify differences between input signals, making it an effective
indicator for cyberattack detection. Due to the simplicity of
STCT computations, the algorithm offers high processing speed,
making it well-suited for practical applications that require fast
computational performance. The correlation function measures
the degree of similarity between two signals by analysing how
one signal aligns with a time-shifted (k,) version of another. This
technique is extensively applied in signal processing to detect
patterns and relationships within signals [37, 38].

In the proposed strategy, for two discrete-time frequency sig-
nals including the transmitted frequency between neighbouring
sources w;;[k] and w,.¢[k], the cross-correlation function, Q,[ky],
is mathematically calculated as

0

Qulkal = Y wylKlolk + kql. ®)

k=—c0

In practical applications, signals are typically of finite duration,
necessitating a modification of the summation limits as

w-1

Qulkg] = Y wyjlklolk + kyl, ©)

k=0
where W represents the signal length.

STCT offers a time-frequency analysis of a signal by computing
correlations within limited time intervals. This technique is
particularly effective for analysing non-stationary signals with
time-varying frequency characteristics. In discrete form, for two
signals of length N, a window of length M and a window centre
at k,, the STCT is computed as

ko+M /2-1
STCT(w), i) = Qulko kel = Y, wyjlklwlk +kql. (10)

k=ko—M /2
By setting k; = 1, STCT simplifies as
[STCT[k]]NxN = wij[k]wref[k + 1] + wij[k]wref[k - 1] (11)

The STCT generates a matrix with dimensions equal to the
adjacency matrix, where the reference frequency of the micro-
grid w,; is compared with the transmitted frequency between
neighbouring sources w;;. If a discrepancy exists between the
two frequency signals, the STCT amplifies the output frequency
signal, indicating the presence of a cyberattack within the micro-
grid. The degree of amplification varies depending on the severity
of the attack. Based on Equation (11), Equation (7) can thus be
reformulated as

Uy = Ko (Z STCT(w; — ;) + &i(Wrer — wi))- (12)

j=1

The block diagram of the proposed STCT based cybersecu-
rity strategy within the secondary control level of a micro-
grid is shown in Figure 5. The proposed approach utilizes
incoming signals from neighbouring DG units to dynamically
adjust the adjacency matrix coefficients, thereby restoring sec-
ondary control functionality. The approach is computationally
lightweight and requires minimal processing time, making it
highly suitable for real-time microgrid protection against cyber
threats.

The proposed STCT-based mechanism does not counteract the
malware directly. Instead, it isolates corrupted communication
links, ensuring that the secondary control layer receives reliable
frequency information. This allows the controller to maintain
system frequency within allowable deviations and ride through
the cyberattack. On the other hand, in this study, the consensus
equations and the STCT-based detection mechanism are applied
to frequency signals only. This choice reflects the increasing
importance of frequency stability in low-inertia microgrids,
where frequency excursions and rate of change of frequency
(RoCoF) are the primary concerns. The proposed STCT-based
strategy can, however, be extended to voltage-related consensus
control in future work.
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FIGURE 5 | Proposed cyberattack detection approach.

TABLE 3 | Parameters of the study microgrids.

Secondary Control

Parameter Value
Rated voltage 380V
Rated frequency 50 Hz

Inverter filter
Feeder impedance

Droop coefficients

Load power
Controller coefficients

Cut-off frequency

C; = 50uF, Ly = 1.35mH, R; = 0.1Q, Re. = 0.03Q, L¢ = 0.35mH

Feeders 1-4&7: 0.23+j0.1, Feeders 5-6: 0.44+j0.18

My =my, =9.4x107°, my; = m,, = 12.5%107°, m,s = 9.6 x 107,

Mg = Mgy = Nys =1.3X1073, gy = ny, =1.5%x107°

L1-L5: 20+j5.02 kVA, L6&L12: 10+j2.5 kVA, L7-L11: 40+j10.5

K,, =0.1,K, = 420,K,. = 15K, =2x 10
w. = 31.4rad/s

5 | Performance Evaluation

To evaluate the effectiveness of the proposed approach, sim-
ulations are conducted using MATLAB/Simulink environment
under various topologies and attack scenarios to assess its
robustness in different operating conditions. The parameters of
the study systems are summarized in Table 3. The simulations
analyse the impact of cyberattacks on the secondary control
level and demonstrate how the STCT-based approach successfully
mitigates their effects, restoring the microgrid’s stability.

5.1 | CaselI: Performance Assessment for
Bus-Type Topology

5.1.1 | Load Switching

In this scenario, the bus-type microgrid of Figure 6 experiences
a false frequency attack of 47 Hz on the communication link
between DG2 and DGI. In this topology, all DG units and their
nearby local loads are connected to a common bus, with one
or more loads being supplied by the common bus. Figure 7a,b
shows the microgrid’s frequency and real power. For ¢t <1 s,
the microgrid operates under primary control. At t =1 s, the
secondary control is activated. At t = 2 s, a cyberattack occurs
that results in STCT increases significantly, as shown in Figure 7c.
At t = 2.5 s, the proposed approach detects and mitigates the

attack. To further validate the effectiveness and stability of the
proposed approach, at t = 4 s, a new load (L6) is integrated into
the microgrid, and the variations in frequency and real power
are observed. The proposed approach effectively maintains the
stability of the microgrid under both the cyberattack and the high-
power load switching event at the common bus. The nominal
frequency and real power sharing are successfully restored by the
secondary control level.

The study bus-type microgrid is investigated in the next scenario
in the case of a DoS attack. The attack targets the communication
link between DG4 and DG1, while all parameters and timing con-
ditions remain the same as in the previous scenario. Figure 7c,d
presents the microgrid control performance. At t = 4 s, Load 6
is connected to the microgrid. The proposed approach effectively
mitigates DoS attacks in the common bus topology, maintaining
system stability even after the occurrence of the attack and the
integration of an additional load into the common bus.

51.2 | Change of R/X Ratio

In this scenario, the microgrid follows the same setup as the
previous scenario, with the key difference being the variation in
the R/X ratio where the line resistance is multiplied by 0.2. It
changes the feeder impedance nature from resistive to inductive.
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FIGURE 6 | Study bus-type microgrid.

Additionally, the cyberattack targets the communication link
between DG4 and DG3. The simulation results are shown in
Figure 8a,b. The proposed approach effectively preserves micro-
grid frequency stability and accurate real power sharing, even in
the presence of impedance variations.

In the next scenario, the microgrid operates under the same con-
ditions as the previous one, with multiplying the line resistance
by 0.2, but this time subjected to a DoS attack. Figure 8c,d shows
the frequency and real power of the microgrid under this condi-
tion. The DoS attack disrupts the communication link between
DG4 and DG3, significantly impacting both microgrid frequency
and real power. However, at t = 2.5 s, the proposed approach
intervenes, successfully mitigating the attack and restoring the
nominal values of the microgrid, demonstrating the effectiveness
of the proposed strategy in this scenario.

5.1.3 | Change of Reference Bus

In this scenario, the microgrid operates under a resistive line
impedance condition, where the R/X ratio is greater than one.
Additionally, the secondary control reference bus is switched
from Bus 1 to Bus 2. All other parameters and control tim-
ings remain unchanged compared to the previous scenario.
Figure 9a,b presents the microgrid control performance under
these conditions. At ¢t =1 s, the secondary control successfully
synchronizes the microgrid frequency with the reference fre-
quency, which is now connected to Bus 2. Att = 25, a cyberattack
injects a false frequency of 44.5 Hz into the communication
link between DG3 and DG2, disrupting system stability. How-
ever, at t = 2.5 s, the proposed strategy is activated, effectively

|

|

|

: Feeder 2

|

! L3

L s

: Feeder 3
M= N

|

|

|

|

1

Feeder 4

mitigating the attack. As a result, the nominal frequency and
real power sharing are restored by the secondary control level,
demonstrating the strong performance of the proposed strategy
in this scenario.

All parameters, controller activation times and attack initiation
and mitigation moments in the next scenario are identical to
the previous one, with the only difference being the attack type.
Instead of an FDI attack, this scenario considers a DoS attack
targeting the same communication link. Figure 9c¢,d shows the
microgrid frequency and real power sharing, respectively. The
results confirm that the proposed strategy effectively mitigates
the severe DoS attack, restoring the microgrid frequency to match
Bus 2, which serves as the reference bus. Additionally, real power
sharing among the DG units is successfully restored by the
secondary control level, demonstrating the effectiveness of the
proposed strategy.

5.2 | Case II: Performance Assessment for
Looped-Type Topology

5.21 | Load Switching

In this scenario, a looped-type topology shown in Figure 10 with
load switching is studied under an FDI attack. This topology is
almost similar to the radial topology, with the difference that
the last DG unit is connected to the first DG unit through a
distribution feeder, forming a closed-loop structure. This config-
uration enhances network reliability, improves voltage stability
and facilitates power distribution control. The reference bus
is Bus 1, and a false 47 Hz frequency signal is injected into
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FIGURE 7 | Proposed cybersecurity strategy performance for the bus-type microgrid in the case of load switching. (a) Frequency under FDI attack,
(b) real power under FDI attack, (c) STCT under FDI attack, (d) frequency under DoS attack and (e) real power under DoS attack.

the communication link between DG3 and DG4. The microgrid
frequency and real power sharing are shown in Figure 1la,b.
Initially, the microgrid operates under primary control (¢ < 1 s),
followed by secondary control activation at t =1s. Att=2s,
a cyberattack occurs, which is successfully mitigated by the
proposed strategy at t =2.5s. At t =4 s, load L6 is connected,
and at t = 5 s, load L7 is switched on while L6 is disconnected.
The proposed strategy not only mitigates the FDI attack but also
maintains stability during load switching.

The next scenario replicates the previous one with a DoS attack
instead of an FDI one. Figures 11c-e shows the simulation results
under this attack. The results indicate that the proposed strategy
successfully maintains microgrid stability following the attack

and during subsequent load variations, further demonstrating its
robust performance.

5.2.2 | Change of R/X Ratio

In this scenario, by changing the R/X ratio of the lines, the
impedance is converted from a resistive to an inductive state.
To achieve this, the resistance of the lines is multiplied by 0.2,
and the communication link between DG2 and DG3 is attacked.
The fake frequency during the attack is 49.5 Hz. Figure 12a,b
shows the simulation results. For ¢ < 1 s, only the droop control
is active. At t = 1 s, the secondary control enters the microgrid
operation. At t = 2 s, a cyberattack occurs with a fake signal, and
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FIGURE 10 | Study looped-type microgrid.

at t = 2.5 s, the proposed strategy takes action and mitigates the
attack. For t < 1 s, due to the inductive nature of the distribution
lines, the primary control is unable to maintain the stability of
the microgrid, causing fluctuations in frequency and real power.
Att = 1s, the secondary control operates and resolves this issue.
At t = 2 s, a cyberattack occurs, disrupting the frequency of the
sources and consequently the real power sharing. Att = 3 s, the
proposed strategy restores the frequency to the reference value
and properly redistributes the real power among the sources.

The only difference between the next scenario and the previous
one is the type of attack. This time, a DoS attack is launched on the
microgrid of the previous scenario, while all control parameters
and timing remain unchanged. Figure 12c,d shows the frequency
and real power of the DG units. The proposed strategy success-
fully mitigates the attacks in this scenario, restoring the frequency
and real power of the microgrid by the secondary control level.

5.23 | Change of Reference Bus

In this scenario, a looped-type topology is considered with a
reference bus shift from Bus 1 to Bus 4, subjected to an FDI
attack injecting a false frequency of 53 Hz into the communication
link between DG3 and DG4. Simulation results are shown in
Figure 13a,b under primary control, secondary control, cyber-
attack occurrence and the proposed mitigation strategy. Before

Feeder 3

t = 15, the microgrid operates under primary control. Att =1+,
secondary control is activated. At t = 2 s, the FDI attack disrupts
system stability. However, at t = 2.5 s, the proposed strategy
intervenes, successfully mitigating the attack and restoring the
nominal frequency and real power sharing to the secondary
control level, further validating the effectiveness of the proposed
strategy in a looped-type topology with reference bus shifting.

The next scenario follows the same setup as the previous scenario,
but with a DoS attack instead of an FDI attack. The DoS
attack targets the communication link between DG2 and DG3.
Figure 13c,d presents the microgrid frequency and real power
sharing under this attack. The results confirm that the proposed
strategy effectively mitigates the DoS attack while maintain-
ing system stability in a looped-type topology with reference
bus shifting.

5.3 | Case III: Performance Assessment for
Meshed-Type Topology

53.1 | Load Switching

In this scenario, the communication link between DG1 and DG2
in a meshed topology shown in Figure 14 is attacked by an FDI
attack with a fake frequency of 48 Hz. This type of topology
consists of multiple buses that may or may not include DG

IET Renewable Power Generation, 2026
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FIGURE 11 | Proposed cybersecurity strategy performance for the looped-type microgrid in the case of load switching. (a) Frequency under FDI
attack, (b) real power under FDI attack, (c) frequency under DoS attack, (d) real power under DoS attack and (e) STCT under DoS attack.

units and are interconnected through distribution feeders. A
series of load switching events also occur, and the stability of
the microgrid is analysed under these conditions. The frequency
and real power sharing as well as STCT output are shown in
Figure 15a-c. For t < 1 s, the microgrid is controlled by primary
control. At t =1 s, the secondary control enters operation. At
t = 2's, a cyberattack occurs. At t = 2.5 s, the proposed strategy is
activated, restoring the microgrid to the secondary control level.
At t =4 s, loads L2 and L9 are disconnected, while loads L7
and L11 are connected to the microgrid. The results confirm the
effectiveness of the proposed strategy. It should be noted that
in practice, both control layers operate simultaneously. The pro-
posed STCT-based detection isolates compromised links in less
than a quarter cycle (5 ms), preventing RoCoF relay operation and

allowing inverters to continue supplying power without a black-
start.

All conditions in the next scenario are identical to the pre-
vious one, except the attack type has changed from FDI to
DOS. Figure 15c,d shows the simulation results. The proposed
strategy ensures accurate power sharing and effective frequency
restoration.

5.3.2 | Change of R/X Ratio

In this scenario, the impedance ratio of the microgrid with
a meshed topology is changed from resistive to inductive. To
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FIGURE 12 | Proposed cybersecurity strategy performance for the looped-type microgrid in the case of change of R/X ratio. (a) Frequency under
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achieve this, the resistance of the lines is set to 20% of its original
value. The communication link between DG2 and DG3 is then
subjected to an FDI attack with a fake frequency of 54 Hz, as
shown in Figure 16a,b. The secondary control activates at t = 1s.
At t =2 s, an FDI attack occurs, and at t = 2.5 s, the proposed
strategy is activated, restoring the system to its previous state.

All conditions in the next scenario are identical to the previous
one, except the type of attack is DoS. Figure 16¢,d shows the per-
formance of the proposed strategy for this scenario. It effectively
mitigates this type of attack.

5.3.3 | Change of Reference Bus

In this scenario, a meshed topology is considered, with the
reference bus changed from Bus 1 to Bus 5, while an FDI attack
with a fake frequency of 46 Hz is launched. The results are
shown in Figure 17a,b. A cyberattack occurs at t =2 s, and at
t =2.5 s, the proposed strategy intervenes and mitigates the
attack.

All conditions in the next scenario are identical to the previous
one, except that the attack type is changed from FDI to DoS.
Figure 17c,d shows the frequency and real power of the microgrid
under this type of attack. The simulated DoS attack is properly
mitigated by the proposed strategy.

5.4 | Case IV: Performance Assessment for
Simultaneous Cyberattacks

In this section, the performance of the proposed strategy is eval-
uated for simultaneous FDI and DosS attacks. First, the microgrid
operates under a bus-type topology. The communication link
between DG2 and DG3 is subjected to a DoS attack, while the
link between DG3 and DG4 is simultaneously compromised by
an FDI attack with a falsified frequency of 49 Hz. The impact
of these combined attacks on system performance is shown in
Figure 18a,b. Then, a looped-type topology is considered. A DoS
attack is launched on the communication link between DG3 and
DG2, while an FDI attack with a forged frequency of 49.5 Hz is
injected into the link between DG5 and DGI. The microgrid’s
frequency and real power responses under these conditions are
shown in Figures 18c and 18d, respectively. Finally, the microgrid
adopts a meshed-type topology. The communication link between
DG3 and DG4 is targeted by a DoS attack, while an FDI attack
with a forged frequency of 48.5 Hz is simultaneously applied
to the link between DG4 and DGS5. Figure 18e,f shows the
system performance under these attacks. It can be concluded
that, regardless of the microgrid topology, the combined effect
of FDI and DosS attacks—primarily due to the dominant impact
of the DoS attack—leads to system behaviour resembling that
observed under standalone DoS conditions. However, the pro-
posed strategy restores the frequency and share real power among
DG units satisfactory.
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FIGURE 14 | Study meshed-type microgrid.
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FIGURE 15 | Proposed cybersecurity strategy performance for the meshed-type microgrid in the case of load switching. (a) Frequency under FDI
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5.5 | CaseV: Communication Link Delay

In this section, the performance of the proposed strategy is
evaluated in the presence of communication link delay. Ideally,
a communication network should transmit or receive data accu-
rately and without delay. However, in practice, such behaviour
is impossible. Time delay in data transmission is an inherent
characteristic of any communication network and can affect the
performance of controllers and the entire system. Time delay can
particularly impact system behaviour in the initial moments of a
change, such as a load variation, potentially causing instability. It
is evident that time delay significantly influences the exchanged

parameter, leading to noticeable oscillations before reaching a
steady state.

To determine system stability limits, the eigenvalues of the

Laplacian matrix (L) must be obtained. The matrix eigenvalues
(A) are determined as

det(L - AI) =0. 13)

By finding the roots of the polynomial of this equation, the eigen-
values of the matrix can be determined. Once the eigenvalues are
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power in meshed-type topology.

obtained, the maximum allowable time delay can be computed
as [39]

T
0<t< 14
_1_2/1'1 14)

where 7 represents the maximum time delay, and 1, denotes the
largest eigenvalue of the matrix. If the delay exceeds this value,
the system becomes unstable.

In the study scenario of this section, based on Equation (13),
the eigenvalues of the Laplacian matrix for a common bus

microgrid are calculated as 4, =0, 4, =2, 4; =2 and 4, =4.
Using Equation (14), the maximum time delay is computed as
7 =392 ms. Exceeding this value results in system instability.
During t <1 s, only the primary control operates. At t =1 s,
the secondary control is activated. To investigate the impact of
communication delay on the microgrid performance, att = 1.5s,
a communication delay of 500 ms—exceeding the system’s max-
imum allowable threshold—is intentionally introduced into the
microgrid links. This delay leads to instability in both frequency
and real power within the system. To further evaluate the impact
of cyberattacks on microgrid performance, a coordinated scenario
is introduced at ¢t = 2 s. Alongside the existing communication
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delay, an FDI attack is launched by injecting a falsified frequency
signal of 49.5 Hz into the communication link between DG2
and DG3. Subsequently, at ¢t = 2.5 s, the proposed strategy is
activated to mitigate the attack’s impact and restore system
stability. Figure 19 shows the frequency and real power sharing
for this scenario. The proposed strategy properly regulates the
frequency and real power of the microgrid.

6 | Conclusion

This paper presented a robust cybersecurity strategy for dis-
tributed secondary control in AC microgrids, leveraging the
STCT to mitigate the impact of cyberattacks on communication
links. The proposed strategy effectively identifies and isolates
compromised communication channels while reinforcing unaf-
fected links to ensure reliable data transmission. The STCT-based
strategy operates independently of attack characteristics, making
it highly adaptable to diverse microgrid environments. Extensive
simulations on bus-type, meshed-type and looped microgrid
topologies under different attack scenarios verified the efficacy of
the proposed strategy in preserving system stability and restoring
frequency regulation with minimal deviation from reference val-
ues. Overall, this study contributes to the advancement of resilient
microgrid operation by introducing a computationally efficient,
attack-agnostic cybersecurity mechanism for distributed sec-
ondary control. From a technical perspective, the proposed
STCT-based strategy offers several key advantages. It provides
rapid and accurate detection of compromised communication
links, independent of the microgrid topology, attack type, severity
and location. Furthermore, the method relies on lightweight com-
putations, making it suitable for real-time implementation. How-
ever, the approach also has limitations. The method assumes that
at least part of the communication network remains functional;
therefore, in scenarios where the communication layer remains
fully disconnected for an extended duration, the controller cannot
restore the correct consensus information. Addressing long-term
communication outages is considered an important direction for
future research. Additionally, future work will extend the pro-
posed STCT-based cybersecurity mechanism to interconnected
AC microgrid clusters, enabling evaluation under larger and more
complex coordinated control architectures.
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